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ABSTRACT

There is an active arms-race between privacy advocates and nation-
state censors, with the former developing and refining censorship
resistance systems (CRSes) to bypass censorship while the latter
look for new ways to detect and block their use. Improving and
developing new CRSes is a critical undertaking towards ensuring
an open and accessible Internet.

This short paper, however, takes a different and complimentary
tack. Instead of exclusively developing systems that are explicitly
designed to bypass censorship, we advocate for the development
of non-CRS communication platforms that are generally useful
outside the context of censorship-resistance yet have the property
that they are also difficult to block. Our intention is to avoid the
CRS “classification problem” (can the censor detect that an observed
flow is an instance of a CRS protocol?) and instead promote the wide-
spread adoption of a communication platform that offers desirable
performance and security properties with censorship-resistance as
a side-effect. We outline desirable traits of a communication plat-
form within this space, present a case study of how libp2p nearly
meets our goals, open a discussion about the limitations of this
approach, and outline future steps towards achieving inadvertent
censorship-resistance.
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1 INTRODUCTION

The Internet is the foremost medium for education, political ex-
pression, and economic development. Having control over the In-
ternet landscape thus provides nation-states with political, social,
and economic benefits. Many nation-states are adopting increas-
ingly sophisticated censorship systems [15, 27, 32] to exert this
control, forcing privacy advocates to play reactively and develop
new censorship-resistant systems (CRSes) that allow unfettered
access to the Internet.

Current CRS approaches generally fall into four categories:
mimicry [26] (pretending to be an allowed protocol), tunneling
(embedding a covert channel within an actual allowed overt chan-
nel) [17, 36], random (randomizing traffic flows to thwart protocol
classification), and refraction networking [16, 24, 42] (redirection
of traffic via in-network routers). An important invariant among
all approaches is that a covert communication channel is hidden
within an innocous-looking (to the censor) overt channel. A censor’s
ability to detect and block a CRS reduces to a classification problem:
can it distinguish non-obfuscated flows from those which contain
a covert channel [37, 38, 41]? This has led to an active arms-race
between privacy advocates who develop new methods of CRSes
and censors who seek to detect and block them.
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While we advocate for the continued development of new
privacy-enhancing technologies that permit free access to the Inter-
net, in this short paper, we propose a radically different and comple-
mentary approach. We argue for development in technologies that
are not developed primarily for censorship-circumvention. Rather,
we focus on communication platforms that provide strong perfor-
mance, usability, and security benefits, while bringing censorship-
resistance as a side-effect. Similar to the position paper by Tan and
Sherr [33], we argue that to maximize collateral damage and make
it untenable for a censor to block a protocol, that protocol should
not be used primarily for censorship-resistance.

There is a subtle yet important distinction between what we term
in this paper inadvertent censorship-resistance and the development
of technologies that focus exclusively on censorship-resistance. In
most prior work, the goal is to establish traffic flows that carry
covert information but appear innocuous to a censor. When this
desired indistinguishability fails to be achieved, censors can identify
the use of CRSes and prevent their use [37, 38, 41]. In inadvertent
censorship-resistance, our goal is instead to develop commonly
used protocols that are used mostly to access allowed resources but,
due to their security and robustness properties, are difficult for a
censor to selectively block when they are used to access disallowed
content. We take inspiration from the development and growth of
HTTPS, which was not developed for censorship-resistance, but
clearly makes a censor’s job more difficult since it can no longer
observe content.! Because HTTPS is so ubiquitous and relatively
few sites are actually disallowed by censors [39], blocking HTTPS
en masse is rarely done, presumably because it carries enormous
collateral damage.

This paper outlines the properties of a communication plat-
form that, if widely adopted, could lead to inadvertent censorship-
resistance. It is vital that such a platform bring advantages like
speed, security, and durability in order for it to gain popularity.
A solution in this space would leverage desirable traits for com-
munication, creating a situation in which the opportunity cost of
banning its use outright is too high for a censor (similar to HTTPS).
In particular, we focus on communication platforms that achieve
desirable traits for network communication such as end-to-end
encryption, decentralization, and the ability to route around net-
work failures via network overlays. These traits are important for
a communication platform to gain widespread adoption, bringing
utility beyond existing alternatives.

We are looking to enable the development of popular applica-
tions on top of such communication platforms that use decentral-
ization and network-fault tolerance to make discrimination via
destination more difficult. By design, our vision of inadvertent
censorship-resistance does not attempt to conceal the applications

IThis is an oversimplification, since TLS headers and extensions (notably, Server Name
Indication (SNI) [12]) can leak important meta-data. Still, we argue that end-to-end
encryption of content makes it more difficult for a censor to perform content-based
(rather than site-based) blocking.



being used by the communicating parties. Our threat model al-
lows a censor to determine that our communication framework is
being used and which particular application is in use (e.g., a file
transfer application vs. a video streaming application). Because the
communication platform itself is (inadvertently) not amenable to
censorship, the applications that make use of it should not be used
primarily for censorship-resistance, since such dedicated CRSes
would be unnecessary. Hence, blocking a popular application that
uses the communication platform would (hopefully) incur too high
collateral damage since it is not used primarily to access forbidden
content.

In what follows, we describe the desirable communication prop-
erties of a communication platform that could provide inadver-
tent censorship-resistance. Perhaps surprisingly, we find that one
already-deployed platform, libp2p [29], meets many of our design
goals. We describe how its increased adoption (leading to a higher
cost of blocking it in toto) could lead to communication that is more
robust against censorship, as well as discussing its shortcomings
and future steps that would be needed to better achieve inadvertent
censorship-resistance.

2 BACKGROUND AND RELATED WORK

As with previous work [25, 34], we assume a threat model in which a
censor controls a sphere of influence in which it can observe all traffic.
The censor may choose to block or allow individual packets or flows
into or out of its sphere of influence, but must abide by standard
cryptographic assumptions—in particular, it cannot obtain plaintext
without knowledge of the corresponding decryption key. Censored
users (or, in what follows, simply users) reside within the censor’s
sphere of influence and are subject to censorship. The censor may
also operate outside of its sphere of influence, for example, by
operating a VPS node on a foreign cloud. However, the censor
cannot observe traffic outside of its sphere of influence unless it
traverses nodes under its control.

As noted above, existing CRSes generally (but not always) apply
one of four high-level approaches: mimicry, tunneling, appearing
as random traffic, or refraction networking. Mimicry is now gener-
ally dismissed as inherently weak due to the difficulty of perfectly
mimicking the particularities of implementations of the overt pro-
tocol [21]. Tunneling avoids these challenges by layering the covert
channel within an actual implementation of the overt protocol, and
is the basis for widely deployed censorship circumvention protocols
such as Snowflake [14] that is used by Tor [11]. However, Wails et
al. [36] show that behavioral differences between how the covert
and overt protocols are commonly used can leak information. Shad-
owsocks [31], Scramblesuit [40], and obfs4 [4] attempt to fall into
the “long tail” of traffic flows by morphing covert channels into
streams that look entirely random. However, Wang et al. [38], Wu
et al. [41], and most recently Wails et al. [37] demonstrate that cen-
sors can apply simple detection rules to detect these high-entropy
flows with high accuracy. Finally, refraction network is an exciting
approach, but requires in-network participation, which to date has
been scant, and can be expensive to operate [35].

The idea of inadvertent censorship-resistance was originally pro-
posed by Tan and Sherr in a short position paper [33]. Tan and
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Sherr advocated for achieving censorship-resistance as a “charac-
teristic of a widely fielded and general-purpose communication
platform” [33], and suggested the use of an encrypted key-value
store as a possible instantiation of such a platform. We also promote
the development of difficult-to-censor protocols that are not devel-
oped for censorship resistance per se, and extend Tan and Sherr’s
position paper in three important respects: (1) we describe a set of
properties that a communication platform should exhibit to achieve
inadvertent censorship-resistance, (2) we perform a case study of
an existing platform, libp2p, that we believe could achieve our goals
if it gains more popularity, and (3) we discuss the limitations and
challenges of inadvertent censorship-resistance.

3 INADVERTENT CENSORSHIP-RESISTANT
PLATFORMS

A CRS that is used solely for its censorship circumvention is in-
herently perilous: if its flows can be identified, the cost of barring
access to the system is low since it serves no purpose other than
evasion. In contrast, if a communication system has widespread
adoption due to its utility in business or commerce, then the cost
of preventing its use may be too high for the censor, even if that
system is sometimes (but relatively rarely) used to access content
that would otherwise be blocked.

In this section, we enumerate the characteristics that a commu-
nication platform should exhibit for it to be both (1) attractive to
developers and thus likely to gain widespread adoption, and (2) dif-
ficult to block as a consequence of its performance- and security-
driven design goals (i.e., rather than having censorship-resistance
as a standalone goal).

An inadvertent censorship-resistant communication platform
should have the following properties:

End-to-end confidentiality and authenticity. End-to-end (e2e)
security is a standard desirable property of modern communication
systems, and debates about law enforcement access to encryption
notwithstanding [1], encryption has become the norm on the In-
ternet [19]. To avoid dependence on a centralized PKI (see below),
the communication platform should use a self-authenticating ad-
dressing scheme (i.e., addresses encapsulate nodes’ public keys) to
provide strong e2e security.

Organizational decentralization and Openness. Companies
may be reluctant to adopt technologies that rely entirely on a sin-
gle external entity, due to concerns about cost, the longevity of
the service provider, and being subject to a provider’s (potentially
changing) policies. An open communication platform with decen-
tralized or federated governance offers more stability (since no one
provider is relied upon) and may better address the needs of the
platform’s users.

Scalability and Robustness. The communication platform should
have the capability of growing with its userbase, and should be
capable of routing around network failures to enable highly reliable
communication channels.

Reachability. The platform should incorporate techniques such
as NAT piercing and overlay routing [3] to ensure that any users—
regardless of network configuration—are able to communicate with
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minimal burden. Nodes should be identified separate from their IP
addresses, allowing multiple potential modes of communication.

Elasticity. While a system must be able to scale and handle net-
work stress, it should also be able to scale up and down elastically.
Network usage is rarely linear, and a platform should be able to
accommodate rapid fluctuations while still being efficient with
resource usage.

We emphasize that the above list focuses on utility, performance,
and governance properties that we believe would be attractive to
application developers, hopefully leading to widespread adoption.
Purposefully, we do not specify anonymity or censorship-resistance
properties as primary design goals, as our hope is that an open
communication platform that achieves the above will also, by con-
struction, be inadvertently censorship-resistant.

In particular, two of our desirable properties can often be incom-
patible with surveillance and censorship: e2e encryption thwarts a
censor’s ability to directly observe content, forcing it to use more
error-prone inference techniques (e.g., website fingerprinting [8, 9]);
and reachability makes blocking by destination address more diffi-
cult if the communication platform supports overlay (i.e., multihop
application-layer) message delivery as a means to bypass network
failures. In a nutshell, our hypothesis is that as communication
platforms become more secure, resilient, scalable, and decentral-
ized, they may also become less amenable to supporting censorship.
Of course, a nation-state censor may opt to block the platform in
its entirety, but it then risks “falling behind” as more applications
and users world-wide switch to the platform due to its utility and
performance advantages.

We admittedly take an optimistic stance, but are buoyed by the
recent increase in interest in developing robust and scalable peer-to-
peer communication platforms, some of which meet the properties
outlined above. In the next section, we perform a case study of
one platform, libp2p [29], that is gaining maturity. libp2p brings
unique features such as strong reachability that make it appealing
to developers, while also achieving some censorship-resistance
properties as a side-effect of its design.

4 CASE STUDY: LIBP2P

libp2p is a framework for developing peer-to-peer (p2p) applica-
tions. It provides a modular network stack that allows the appli-
cation programmer to pick the tools that best match their needs.
Exhibiting many of the desirable traits outlined in § 3, libp2p al-
ready has existing applications built on it such as InterPlanetary File
System (IPFS) [5], a p2p content delivery tool, and Berty [6], a p2p
messaging app. As an added benefit, these applications maintain
a consistent user-base, with the IPFS network reporting approxi-
mately 39,000 online servers and 258,000 unique clients observed
from 6 August 2023 to 12 November 2023 [28].

libp2p communication is composed of bidirectional channels
with modular support for different transports, encryption schemes,
multiplexers, and NAT traversal. As a p2p protocol, libp2p is de-
centralized, with the only centralized infrastructure coming from
bootstrap nodes to allow new nodes to populate their hash tables;
however, this is not required and alternative discovery protocols
that avoid bootstrap nodes such as mDNS and random-walk are also

implemented. libp2p is extensible and its modular design allows
new extensions to be built into the networking stack.

Allowing nodes to be identified by peerID-IP pairs, libp2p uses
a multi-addressing scheme that also identifies the transport to be
used. When a node joins the network, it creates a list of multi-
addresses through which it is reachable, allowing it to have many
different methods of being reached (e.g., via QUIC or TCP/TLS).
libp2p’s multi-addressing scheme provides robustness against net-
work failures: nodes can be reached via multiple channels so even
if one channel fails, a node is still typically reachable. Addition-
ally, libp2p supports relaying—that is, forwarding messages via an
intermediary node on the p2p network—to route around network
failures.

While traditional client-server applications work well with NATs
(since in most cases, it is a client behind the NAT that initiates a
connection to the not-behind-a-NAT server), p2p communication
is often hampered by reachability challenges since both commu-
nicating parties may be behind NATs. libp2p implements a NAT
hole-punching protocol for enabling p2p communication even be-
tween NATted hosts, allowing most users to connect to the network
and run a fully-functioning node regardless of network configura-
tion.? libp2p allows new nodes to discover their public IP, identify
their NAT configuration, and then automatically create reserva-
tions for a relay system that allows the node to upgrade to a direct
connection with a peer. Seemann et al. report that this works for
most clients, having an 86% success rate for TCP and a 93% success
rate using QUIC [30].

Towards inadvertent censorship-resistance with libp2p. libp2p
requires encrypted connections between peers. Its multi-addressing
scheme and modular transport mechanism provide flexibility as
to which specific encrypted transport (e.g., TLS, WebRTC, QUIC,
etc.) is used. The use of common e2e-encrypted transports makes
it more difficult for a censor to perform content-based blocking,
while also providing some protections against easily identifying
the use of libp2p.>

libp2p’s decentralized architecture protects against destination-
based blocking. When direct communication between peers is not
achievable (for instance, due to a censorship event), libp2p supports
relaying the connection via another peer. Since communication
is encrypted between peers, this effectively constitutes a proxy
service, where an intermediary node located outside the censor’s
sphere of influence can act as a middle-man. This does not provide
as robust anonymity properties as networks designed specifically
for anonymity (e.g., Tor [11] and Nym [10]) since the intermediary
learns the network locations of both the initiator and destination
peers. Still, the large number of potential intermediary peers makes
it difficult for a censor to prevent such relaying. Additionally, since
relaying is a “standard” feature of libp2p to both route around
network failures and enable p2p networking when a peer is located

2Which clients can receiving incoming connections is fairly complex and is dependent
on their particular NAT configuration (e.g., symmetric vs. one-to-one, etc.).
3Disguising the use of the platform is not one of our design goals as we are expressly
reliant on the popularity of the platform to achieve inadvertent censorship resistance.
However, the use of common transports (e.g., WebRTC) may provide some benefit
before the platform gains ubiquity since it may frustrate a censor’s ability to detect
and block it.



behind a NAT, its use is not necessarily indicative of an attempt to
counter censorship.

Shortcomings. Although libp2p offers many properties of an in-
advertent censorship-resistant system, it has several important
limitations. The framework needs additional time and resources to
gain widespread adoption by developers. Although the platform cur-
rently offers API support for multiple programming languages, not
all features are available for all languages. One feature that is crucial
for application development is increased support for browser-based
connectivity, specifically WebTransport [2] and WebRTC imple-
mentations across a variety of languages.

Additionally, libp2p still largely remains coupled to bootstrap
nodes to populate DHT tables—this infrastructure can lead to po-
tential points of failure as applications scale.

Censors have historically shown willingness to accept collat-
eral damage to ban censorship-evasion approaches [23, 41]. Conse-
quently, libp2p (and more generally, inadvertent censorship resis-
tant systems) is entirely dependent on a useful application being
developed that gains enough traction to be allowed past censorship
systems. Until it gains ubiquity, blocking the libp2p network in
its entirety is likely feasible without incurring too high collateral
damage.

5 DISCUSSION AND FUTURE STEPS

Blocking based on content or destination is difficult in an inadver-
tent censorship resistant communication platform due to the use of
peer-to-peer encryption and support for multi-hop routing. How-
ever, censors are not limited to censoring based on IP addresses and
plaintext message content, and can apply myriad other techniques
to perform blocking. In particular, the properties we outline in § 3
omit traffic padding or other techniques that might mitigate traf-
fic fingerprinting attacks. Despite both performance and privacy
improvements in padding techniques [18, 22], such defenses still
incur substantial communication overhead. Since they are primarily
aimed at defeating website fingerprinting in the context of Tor or
some other anonymity service, it is unlikely that adopting padding
techniques makes sense for a general-purpose communication plat-
form. In summary, platforms that provide inadvertent censorship
resistance are likely still to be vulnerable to traffic fingerprinting,
which could lead to content-based filtering.

However, given that few deployed CRSes and anonymity sys-
tems use padding, we suspect the accuracy of traffic fingerprinting
is far too low to avoid significant over-blocking, especially when
the base rate of accessing disallowed content is low (as we would
expect it to be in an inadvertent censorship resistance communica-
tion platform). In short, while an inadvertent censorship resistant
communication platform may be vulnerable to traffic fingerprinting
attacks, censors (at least today) tend not to use such methods, likely
because it is too imprecise given the low base rates of attempted
censorship circumvention.

It is worth re-highlighting that a key requirement for inadver-
tent censorship resistance is that the communication platform be
popular and used predominantly for reasons not related to censor-
ship resistance. Inadvertent censorship resistance is entirely reliant
on the development and use of supported applications. While the
platform could be appealing in its own right, until an application

Cooper Glavin and Micah Sherr

developed with it gains widespread adoption, censors can simply
block the platform in its entirety.

Moreover, we envision it will be trivial for a censor to identify
applications using the communication platform. For example, nodes
in libp2p freely report which applications they support. Attempting
to hide censorship-resistant applications amongst permitted appli-
cations becomes extremely difficult and is contrary to our goals.
Instead, we rely on applications being developed that allow the user
to access both allowed and (by virtue of the platform’s robustness
properties) forbidden content, forcing the censor to identify which
streams under the supported application should be blocked.

We believe there is a place for both censorship-resistance sys-
tems, whose explicit purpose is to evade censorship, and inadvertent
censorship resistance communication platforms that circumvent
censorship via a side effect. By virtue of having a single “disal-
lowed” purpose—that is, to avoid censorship—a censor bears little
cost to blocking a CRS entirely, assuming it it can accurately detect
its use. However, since CRSes directly target censorship, they are
well equipped to engage in the censorship arms-race and develop
new techniques for evading censors. In contrast, communication
platforms that exhibit inadvertent censorship resistance are more
inflexible and rigid, and cannot respond quickly if censors learn
how to distinguish communication to disallowed content from com-
munication to allowed content. However, as the communication
platform becomes increasingly popular for reasons unrelated to
censorship evasion, the base rate of accesses to disallowed content
will decrease. This will likely make it more difficult for a censor
that must perform traffic fingerprinting to main high precision.

With that in mind, we posit that inadvertent censorship resis-
tance is an important direction that is worth further study. It is
difficult to know how a nation-state censor would respond to a
communication platform that clearly is not aimed at censorship re-
sistance, but nevertheless is difficult to surveil. That China blocked
encrypted SNI early in its design and deployment processes [7] and
blocks most encrypted DNS (DoH/DoT) traffic [20] provides some
indication that protocols designed explicitly to hinder censorship
will be quickly blocked.# On the other hand, protocols that provide
security (e.g., HTTPS) and performance benefits (e.g., QUIC) are
mostly (but not always [13]) allowed, likely due to their ubiquity
and high collateral cost of blocking.

How to best develop a communication platform that provides
inadvertent censorship resistance is an open question. Having
censorship-resistance as a design goal makes such a system non-
inadvertent and may lead to it being mostly used as a censorship-
resistance technology. We believe that communication platforms
that organically offer censorship-resistance, as a side-effect of its
design, are more likely to be successful, both as a popular mech-
anism for communicating and as a means to support unfettered
access to information online. We argue that supporting the devel-
opment of existing efforts such as libp2p should be a priority for
privacy advocates. Such platforms have the capability of achieving
inadvertent censorship resistance, but as of yet, lack the critical
mass both in terms of applications and users that would make it a
platform that is untenable for a censor to block.

4CRSes are more difficult to block because they attempt to appear as legitimate or
unknown communication channels.
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