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ABSTRACT

Distributed systems often communicate through overlay networks, which use custom

addressing and protocols to communicate between participating nodes at the application

layer, but route those custom messages over the standard network infrastructure. Overlay

networks enable application system designers to focus on the intended operation of their

system distinct from the network layer. This can have several benefits: improvements at

lower levels of the technology stack can be assimilated without modifying the application

layer protocol, and modeling application behavior is easier because the protocol doesn’t

depend on network interactions.

However, while this enables overlay networks to be easily studied and modeled, this

very abstraction can make it difficult to understand how their interaction with the network

underlay affects them. Ideally the application’s behavior would be completely isolated from

the network layer, but in practice this is rarely the case. For instance, application layer

modeling cannot easily predict exactly how a widespread deployment will behave; secu-

rity and performance can both be affected by the path overlay networks take through the

underlay network. This can make conscientious operators of overlay networks hesistant to

make large modifications to their protocol for fear its interaction with lower layers, once

distributed across the internet, will have unintended effects. For instance, the Tor Project,

which manages the Tor anonymity network [18], is relatively conservative with respect to

protocol changes, in part because of fears that a change might affect anonymity through
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some unexpected interaction with the underlying network, whether due to routing or per-

formance.

The goal of this thesis is to introduce network maps which can be used to effectively

evaluate overlay network technologies with respect to both performance and anonymity

within evaluation platforms that provide a safe environment for experimentation. Safe eval-

uation environments are critical in that they permit modification of core protocols without

affecting active system users. We discuss the advantages and disadvantages posed by dif-

ferent classes of evaluation platforms and how they can interface with our proposed network

maps.

We present a series of techniques for constructing these network maps which combine

network information from disparate sources into large graphs which represent the global

internet. For each type of network data, we discuss the sources from which they can be

obtained and the types of inaccuracies they can introduce in network evaluations. Given

the set of available data, we propose methods for constructing network maps by combining

these sources of information.

We develop maps at two granularity levels, then present several case studies which use

the proposed mapping techniques in combination with several platforms to perform security

and performance evaluations of the Tor anonymity network, including a consideration of

the effects of modifications to the Tor protocol. The first study investigates the performance

and security implications of a number of modifications to Tor’s relay selection strategy.

We show that while Tor’s existing strategy is highly effective, there are opportunities for

performance improvement from layered selection strategies. A second study researches the

level and prevalence of the threat posed to Tor users by network level adversaries, showing

that Tor users are highly vulnerable – perhaps more so than previously thought – against

network adversaries.
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CHAPTER 1

INTRODUCTION

The advent of the Internet has revolutionized the environment in which computer software

is developed and operated. In recent years the ability to rapidly interconnect software across

the globe has driven an increasing trend towards applications whose core functionality

depends on interconnectivity and the ability to communicate with central infrastructure.

The rise of this type of application was enabled through the usability of the global network

infrastructure, most critically the global adoption of a common suite of protocols designed

to provide point-to-point communication between arbitrary hosts on the network. These

protocols, headlined by the TCP/IP stack, have been researched for many years and are

well understood in the computer science community.

Traditionally, network-connected applications operated in a client-server model, where

information was either pushed to or pulled from a central platform. Now a new trend is

growing, where applications do not simply connect to a central system, but instead form

distributed systems where application instances act in concert with each other. These dis-

tributed systems are used for a wide variety of purposes: BitTorrent enables scalable distri-

bution of large files, Skype’s supernodes help voice calls navigate network infrastructure,

and Tor [18] provides a network that enables users to browse the web anonymously.

Distributed application present new challenges for their developers and operators. They

operate in disparate environments and locations, and their behavior can be affected sig-

nificantly by those differences. Simultaneously, the distributed nature of these applications

makes it difficult for operators to observe the conditions and behavior of each node; in many

1



cases the developers and operators may be separate entities with limited ability to com-

municate. This was the case with Skype, where supernode operators were simply normal

Skype users who have been “promoted”1.

These applications form and operate within what is called a “network overlay”, a virtual

network which contains only nodes that speak the application protocol. These network

overlays often treat the underlying network transparently and do not attempt to affect or

understand network level interactions. This simplifies the development and creation of the

application, but does not mean that the interactions do not exist. Those interactions may

affect the security and performance of the overlay in various ways.

For instance, it has been suggested that Tor could change the way clients select the

relays they use for anonymous paths in order to permit quality of service (QoS) policies

for different applications [62]. Users who use chat services might then optimize their relay

selection to improve the latency of their connection. Other users who are concerned that

certain world governments might attempt to track their communications might select relays

to avoid the countries in question. The modifications required for the Tor protocols to enable

such a QoS selection are not complicated – indeed that they function as intended could be

evaluated with little difficulty. However, enabling QoS functionality in Tor might cause

anonymity to suffer by increasing the ability of an adversary to perform traffic correlation

attacks. The extent to which the adversary is empowered cannot be understood without

considering how traffic is routed across the underlay network. Evaluation at the overlay

application layer alone provides no insights, because the attack is affected by the interaction

with the underlying network.

These two factors – that the overlay is affected by the underlying network and that it

is difficult to observe the operation of distributed remote nodes – means that emulation

1This is actually no longer true [14], but was part of the original design.
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and simulation become very attractive methods for evaluating application changes. How-

ever, simulation also presents its challenges, namely that an effective evaluation requires

simulating not only the application behavior, but the environment in which it operates. As

a result, a major component of evaluating overlay systems becomes determining how to

properly simulate the environment, specifically how to arrange the network graph such that

it approximates what might be expected in the real world.

This thesis suggests that existing data about the Internet can be leveraged to produce

network maps that model the operating domain of a network overlay system. These network

maps are representations of the internet at varying levels of fidelity, designed to enable

emulation and simulation to answer difficult questions about network overlay systems. That

is, these maps are intended to help elucidate the interactions between the overlay systems

and the underlying network in globally distributed systems.

Network maps of this type can allow developers and researchers to sidestep the difficult

question of how to appropriately simulate networks on which to test their overlay systems.

An actual scaled down representation of the internet can be used, enabling the ability to

conduct evaluations not just of the application layer, but of how that application layer inter-

acts with the underlying network to affect performance and security. In the case of relay

selection for Tor described earlier, a network map might show the Tor relays that could be

selected for an anonymous path and the network entities that could observe the links upon

that path. In Chapter 5, we describe building a map of this very type.

In this work we suggest a general framework for developing network maps from

extant datasets, focused on evaluating overlay network performance and security. We then

describe two evaluations that use these techniques to build maps and enable performance

and security analyses of the Tor anonymity network. In these evaluations we show how

different network maps can be constructed for different purposes – this specificity allows
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the size of the network map to accommodate different resource constraints and needs.

Some of the specific contributions of this work include:

• A general framework for developing network maps for evaluating overlay networks

from available datasets;

• The most complete and accurate network representation of the live Tor network to

date;

• An evaluation of several proposed relay selection strategies for the Tor network;

• An evaluation of the traffic corrlation threat posed by network adversaries to Tor

users.

While our evaluations focus heavily on Tor, similar approaches could be applied to

other overlay systems. For instance, a company that uses Skype for business communi-

cation might wish to understand how frequently Skype calls are routed through countries

which might eavesdrop on their communications. A routing security focused map could

enable this type of evaluation. We suggest that network maps are a generalized technique

for evaluating network overlay systems in a safe environment, where the interaction with

the underlying network is of specific interest.

Our evaluation of relay selection strategies in Tor shows that Tor’s default selection

strategy is highly effective because it aggressively weights for bandwidth, while other

proposed strategies provide little to no improvement in performance. Our study of traffic

correlation suggests that Tor users may be more vulnerable than previously believed to

traffic correlation against relatively strong adversaries – an adversary who controls a single

autonomous system (AS) has a 50% probability of being able to observe both ends of an

Internet Relay Chat (IRC) users connection within 44 days. We describe these findings in

detail in Chapters 4 and 5.
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Our discussion begins with an overview of the data and evaluation platforms that can

be used to support this type of evaluation.
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CHAPTER 2

BACKGROUND AND RELATED WORK

Prior to delving into the process of constructing network maps for overlay network evalua-

tion, it is important to understand the wide variety and scope of data available. Since com-

puters were first networked, a significant amount of time and effort has been put into the

development of simulation and emulation tools which can be used to evaluate the operation

of those networks. In the process, researchers have attempted to produce datasets about

the networks we use, which can enable experimentation and research using those tools.

This section surveys the types of datasets and tools which prove useful in the evaluation of

network overlay systems.

2.1 TYPES OF NETWORK DATA

Many of the protocols that comprise the Internet are driven by and produce data about their

operation: from BGP route advertisements we can glean information not just about how

traffic will traverse the network, but also about how network entities may be related. Other

data are produced as output from tools primarily used for diagnosing issues, such as ping,

traceroute, and port scanners.

In the construction of network maps, we use many sources of data about the Internet

loosely categorized into two types: network structure data and metadata. The accuracy

of evaluations performed using our network map methodology necessarily depends on the

quality of this data. If we are to perform accurate evaluations we need real data about
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the network conditions on the Internet. In this section we describe the difference between

network structure data and metadata and highlight some of the data sources available in

each.

2.1.1 NETWORK STRUCTURE DATA

The structure of the Internet is essentially a graph. Vertexes, represented by hosts, routers,

and other computing entities are connected by a web of connections which form the edges

of the graph. Network structure data describe the shape and properties of this graph.

Building an effective network map requires information about the vertices and the edges,

including appropriate attributes for each of them. Tools such as ZMap [20] can be used to

rapidly enumerate the vertices of this graph and identify characteristics of each of the end

hosts.

One of the sources of both node and link data is IP Trace Data created by establishing

servers at many distributed vantage points and running traceroute1 to a large number of

destinations from each one. CAIDA’s Archipelago [7] infrastructure is designed specifically

to produce this type of data: three teams of 18 monitors collectively probe the entire routed

IPv4 /24 network space once every few days. CAIDA publishes the results of their data

gathering efforts in the IPv4 /24 Routed Topology dataset, which provides the output of the

10.1 billion traceroutes performed since June 2007.

This type of traceroute data is valuable because of the nature in which it is created:

each trace represents the actual path traversed by a packet across the Internet with the

intermediate time taken to transit between each router. This means that IP Trace Data can

be used to provide indications of routing relationships (further discussed in Section 2.1.2)

and to estimate the latencies across network links.
1Many of the projects gathering this type of information do not use the UNIX traceroute

tool, but a more advanced active measurement tool capable of using multiple different protocols,
such as scamper [43].
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CAIDA is not the only entity to gather this type of information. iPlane [44] similarly

runs traceroutes from a set of distributed vantage points; some of the vantage points they

use are located on the PlanetLab [58] global research network. PlanetLab can also be used

to collect this type of data independently.

Another important type of network structure data is the physical characteristics of the

links identified through IP trace data, such as their bandwidth, latency and loss rates. Some

of this – notably latency and drop rates – can be gleaned from the trace data directly.

However, the bandwidth of a link is not usually provided through trace data due to the type

of measurement, the distance of the measurer from the link in question, and the quantity

of interposed links. As a result, other techniques have been applied to measure network

throughput:

The venerable “packet pair” technique can be used to measure the bottleneck throughput

of an end-to-end link by observing the increase in interarrival time between two closely

spaced packets sent over that link [38]. However, this technique is not terribly effective for

measuring the throughput of arbitrary links on the Internet because it can only measure the

bottleneck value between the source and sink.

iPlane attempts to measure the bandwidth of each /24 network in the Internet by pas-

sively participating in BitTorrent [11] swarms and taking the median observed uplink and

downlink speeds to hosts within that /24. This technique may be effective, but can by defi-

nition only measure class C networks containing an active BitTorrent user and assumes that

the BitTorrent client is not throttled.

Another approach to obtaining measurements of bandwidth available to different areas

of the Internet is to simply ask. The popular speed test website SpeedTest.net provides

the free NetIndex dataset [54] which aggregates data gathered through bandwidth tests

for each country or region where a test has been run. This connection speed survey may

provide more direct answers about the speed which a region is capable of achieving, but
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suffers from a self selection problem in that those with very low bandwidth and very high

bandwidth are more likely to run speedtests (for different reasons). The vast majority of

people who are satisfied with their basic service may not have any reason to run speed

tests.

In general, measuring the throughput of an arbitrary Internet link is difficult. We have

described some techniques which can provide a rough approximation – the best estimate is

likely to combine all of the available information.

At a higher level of granularity than physical links and routers, Border Gateway Pro-

tocol (BGP) route advertisements can provide information about the structure of the net-

work graph. BGP advertisements describe the connections between ASs, although they do

not contain data about the latency or bandwidth of those links. The RouteViews project [73]

collects and archives advertised BGP routes to every internet prefix from several vantage

points.

2.1.2 METADATA

The structure of the physical links which form the network graph of the Internet is necessary

but not sufficient to understand how traffic flows and is routed. The Internet (from ‘Inter-

network’) is comprised of smaller ASs connected at peering locations. Metadata about

these networks may provide additional detail about network ownership, segmentation and

routing. For instance, protocols have been developed to inform hosts on the network how

to route packets to distant networks; the metadata produced by those protocols can allow

researchers to reproduce the routing structures as they existed on the network at a given

point in time by defining who owns networks and how they are related.

Routing information is one sort of metadata which can augment the ability of

researchers to perform studies about the network; the analysis of Tor routing security
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described in Chapter 5 relies heavily on a network map annotated with ownership meta-

data.

Other metadata can provide valuable information to an evaluation. Network ownership

is critically important in routing and may also be of interest to a security evaluation, while

knowledge of relationships between networks can help inform how traffic will flow across

them. In the following section we describe different types of metadata in greater detail.

OWNERSHIP ATTRIBUTION

The standard protocol for inter-network routing as occurs on the Internet is Border Gateway

Protocol (BGP). At a high level, BGP provides routing to all Internet addresses based on

shortest path. However, it has been shown that business relationships exert a strong influ-

ence on BGP routes [27]; ISPs are often unwilling to transit traffic for which they are

neither paying or receiving payment. Since routing is heavily dependent upon business

relationships, ownership attribution for segments of the network becomes important. Addi-

tionally, ownership information is useful in its own right if the location of specific entities is

important, as would be the case with an evaluation of how frequently overlay traffic crosses

zones in which it could be intercepted by foreign governments.

Autonomous System (AS) numbers are assigned to networks by the Internet Assigned

Numbers Authority, which delegates to the regional Network Information Centers (NICs).

While the assignments can be drawn directly from these databases, a number of groups

provide IP to AS number mapping services. MaxMind includes IP to AS number tranlation

as part of its geolocation services [41]. Cymru, a security focused non-profit, also provides

a mapping with additional details such as the router originating routes for that AS and

registration information [12].

IP to AS mapping is only the first step in performing ownership attribution on a host.

Many autonomomous systems are in fact owned by the same or closely related organiza-
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tions. These siblings occur through mergers and acquisitions, or simply because an organi-

zation maintains multiple geographically separated networks. Identifying these siblings is

an important step in inferring routes between autonomous systems.

A powerful source for identifying related organizations is the WHOIS database main-

tained by each of the regional Internet registries. The records in these databases describe

organization names, contact information, and addresses for each of their assigned AS num-

bers; this information can be used to identify autonomous systems owned by related enti-

ties.

Internet Exchanges are another type of entity which operates network segments within

the Internet, but which are distinct from an autonomous system. Internet exchanges operate

facilities known as internet exchange points (IXPs) in which many ASs come together

and exchange traffic. In many ways, IXP can be considered as very large routers, with the

caveat that in theory they are capable of observing all traffic which passes through their

infrastructure. The IXP Mapping Project [4] gathers data about IXP across the Internet,

and seeks to identify the ASs which peer at each IXP.

RELATIONSHIP DATA

The attribution data previously described are raw data; they are obtained largely intact

from various Internet authorities. Another type of data is produced by various organizations

who process and combine raw data to constuct datasets which provide additional informa-

tion. For example, CAIDA provides access to their IPv4 Routed /24 AS Links dataset [8],

which identifies links between ASs through processing of the data from their IPv4 /24

Topology data. iPlane provides a similar set of data, drawn from their traceroutes, although

at a slightly lower level of granularity.

Another constructed dataset which can be of immense use in constructing network

maps is an AS relationship database. This type of data attempts to identify the business
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relationships between autonomous systems, which generally fall into three categories:

provider/customer, peer, and sibling. CAIDA provides a dataset containing this type of

data [10]; however, when constructing network maps from disparate sources the relation-

ship data is often incomplete and must be augmented as we show in Section 5.2.

2.2 EXPERIMENTATION PLATFORMS

Effectively evaluating network overlays requires considering the activity of a globally dis-

tributed application in which the ability to control activity may be limited and even the view

of the activities that are occurring may be obscured. This can make it difficult to perform

research and impossible to control results between experiments.

To address this problem, researchers have developed a wide range of simulation tools

which provide approximations of application and network behavior for the purposes of

repeatable experimentation. These tools vary significantly in the fidelity they provide along

different axes of application behavior. For instance, general network simulation tools tend

to provide high fidelity depictions of the network but may have less complete application

models. On the other hand, specialized application simulators may be accurate in simu-

lating the behavior of an application or protocol, but may be less effective at understanding

network interaction.

Tools all along this spectrum can be valuable to researchers, depending on their pur-

poses. In this section we highlight a variety of different types of simulation tools, some of

which are used in the case studies found in Chapters 4 and 5.

2.2.1 APPLICATION-LAYER SIMULATORS

Application-layer simulators represent what can be the fastest, but lowest-fidelity, method

for evaluating network systems. These are application-specific software components which
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attempt to emulate the application behavior, but do not consider the details of network

interactions.

BRAIDS [32] is a discrete event application simulator designed by Jansen et al. to sim-

ulate Tor behavior. It is a discrete event simulator written in Java, highly specialized to the

purpose for which it was designed – evaluating the effectiveness of incentive mechanisms

in Tor. Network communication is highly abstracted, with messages simply scheduled to

be delivered to other nodes at the appropriate time.

p2psim is a discrete event application simulator designed by Gil et al. at MIT [28]. The

goal of p2psim was to provide a simulation platform within which many different peer-to-

peer protocols could be analyzed and compared easily. p2psim has pre-built modules for the

Vivaldi network coordinate system [13] and the Chord [67] and Kademlia [46] distributed

hash tables. It provides a basic network interaction model where communication occurs

through remote procedure calls (RPCs), with delays inserted as appropriate for the network

topology chosen.

TorPS is specifically designed to simulate Tor path selection, using historical network

data to recreate the conditions under which clients operated in the past and then executes

path selection algorithms over those conditions given user actions [37]. TorPS includes a

model of the Tor relays and their past states, a model of user behavior, and a model of the

Tor client. For each sample simulation, it takes streams produced by the user model and

network states from the network model and uses them as input to the client model, which

chooses circuits and assigns streams to them. In Chapter 5 we use simulation output from

TorPS in conjuction with a network map produced using one of our proposed methodolo-

gies to evaluate routing security in Tor.
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2.2.2 NETWORK SIMULATORS

Network simulators could be described as simulation platforms in that they attempt to sim-

ulate the network behavior in a detailed manner and allow application simulators to be built

above them. The network stack is constructed to emulate the model followed by most net-

work stacks, with layers approximating those of the OSI model [79] passing data between

them.

NS-3 was developed by a large consortium of researchers [31] and may be the most well

known network simulation platform in existence. The goal of the NS-3 project is to build

a strong simulation core which can be used to simulate a wide variety of network types,

ranging from point-to-point links to WiMAX wireless signals. NS-3 network simulation is

highly detailed and highly complex, with the goal of accurately recreating the behavior of

real networks. As such, it constructs complete simulated network stacks including most of

the levels of the OSI model. The physical channel, network device, and protocol layers are

each distinct simulated elements.

Network simulators provide a realistic network model but require that applications be

written within their framework, which can add complexity. This can mean that these types

of tools are better suited for prototyping new applications or even layer one and two pro-

tocols rather than evaluating existing ones where significant advanced functionality may

need to be rewritten.

2.2.3 NETWORK EMULATORS

Network emulators have an entirely different focus from network simulators, in that they

are focused primarily on the application being evaluated rather than the network. They do

this by using indirection to reroute packets on the actual network infrastructure on modern

operating systems, then running instances of actual applications on the host.
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This approach has a number of advantages for evaluating existing applications, the most

significant of which is that researchers do not need to modify the application to use it in the

simulation. This saves the time and effort required to build an effective simulation model of

the application and includes any bugs and corner cases that exist in the original application.

ModelNet was developed by Vahdat et al. at Duke in 2001 [74]. ModelNet provides

emulated networks using a pair (or more) machines operating in two roles: network emu-

lator and application host. The application host has multiple network interface aliases,

and runs many instances of unmodified network-capable applications with each of them

bound to a specific alias. Network traffic is sent to the network emulator, which maintains

an in-kernel map of the emulated network as discrete links each with separately config-

urable link speed, latency and loss rate. ModelNet is capable of scaling until resources are

exhausted (e.g. the application host has saturated its CPU) although performance artifacts

may appear before fatal errors occur. In later work, Bauer et al. developed a series of wrap-

pers dubbed ExperimenTor intended to simplify running experiments on the Tor anonymity

system within a ModelNet environment [5].

Common Open Research Emulator (CORE) is a real-time network emulator developed

by the Naval Research Lab (NRL) [1]. It allows multiple applications to connect to the net-

work independently using a FreeBSD kernel patch which allows multiple virtual instances

of the network stack to be run concurrently. These virtual network stacks can pass packets

between each other based on the presence and characteristics of simulated links. This archi-

tecture permits many processes to operate in lightweight ‘paravirtualized’ environments,

but may suffer from the same resource limitations as ModelNet.

Mininet is a network virtualizer designed to enable applications to run within a par-

avirtualized environment [39]. It has a particular focus in enabling the development of

OpenFlow software defined networking prototypes – software developed on Mininet can

be deployed directly on OpenFlow hardward switches. Its original goal was to simulate
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“1000 nodes in a laptop” so its scalability at present is limited, although it is actively under

development.

2.2.4 HYBRID APPROACHES

Hybrid approaches are those which combine aspects of each of the methods described

above. For instance, the Shadow simulator developed by Rob Jansen, et al. has similar ben-

efits to network emulators but is able to scale without incurring artifacts [33]. The tradeoff

is that simulation can no longer occur in real time.

Shadow is a discrete-event network application simulator which uses a plugin model to

implement different application types. However, these plugins can be complex C applica-

tions, which are simulated by running a single instance of the application code and estab-

lishing a memory image for each discrete process within the simulator. Each time a process

needs to act, its memory image is swapped in and execution continues where it was last

halted. Networking system calls are intercepted by Shadow and redirected through a virtu-

alized network stack assigned to that node.

Scallion [33], a Tor plugin for Shadow, allows researchers to run nearly unmodified

versions of Tor within the Shadow simulator and has been shown to be effective when

simulating thousands of hosts.

2.3 ADDITIONAL RELATED WORK

Other researchers have struggled with the difficulty of designing network topologies for use

in simulation environments. Initially, researchers generated topologies based on models of

how the Internet was structurally connected, but without empirical data. One of the early

generators was the Transit-Stub model, part of the Georgia Tech Internetwork Topology

Models [78], which considers two types of nodes: “transit” and “stub”. Networks are
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formed by clusters of stub nodes around transit nodes. These networks are interconnected

by links between transit nodes.

Adaptations from this early model included “Tiers”, which conceptualizes the Internet

as a hierarchical structure connected by a minimum spanning tree [19]. The tiers represent

the Wide Area Networks (WANs), Metropolitan Area Networks (MANs) and Local Area

Networks (LANs) from which the Internet is constructed. However, Tangmunarunkid et

al. showed that the Internet is in fact far less structurally rigid than the forms that either

of these generators enforce, especially at lower levels of the hierarchy [70]. In fact, Floyd

and Paxson note that developing models of the Internet is exceedingly difficult in general

because it changes rapidly, presenting a moving target [24].

We take a different approach: rather than attempt to replicate the hierarchical structure

of the internet using randomized generators, we seek to develop models from data that

provide us with a snapshot of the Internet at a given point in time. This type of topology

generation can provide reasonably accurate network maps for specific applications. Jansen

et al. [35] construct a network graph that clusters hosts into geographical regions, assigns

upstream and downstream bandwidths and loss rates to hosts using measurements from

Ookla Net Index, and utilizes link latency and jitter data obtained from iPlane [44]. In the

work with Moore et al. [48] we use bandwidth data from Ookla Net Index to approximate

the bandwidths available to Tor relays and clients in a study of Tor congestion, but do not

consider network latency or loss rates. As described further in Chapter 4 Wacek et al. [75]

leverage the fact that the Tor network publishes bandwidth information for each relay and

use that to set bandwidths for relays in the network.

The general network maps that we present in this work differ from the model sug-

gested by Jansen, et al., by seeking to include more detail about the network structure and

ownership, and by being flexible to additional types of data. Rather than segregating into

geographic regions, our models are capable of (1) delineating at the level of routers within
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the network and (2) maintaining network ownership and other metadata throughout the net-

work. Additionally, our models are flexible and can be pruned to reduce size by including

only information relevant pertinent to the research.
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CHAPTER 3

NETWORK MAPS

This thesis proposes constructing two different types of network maps which can be applied

to different research questions focusing on either the performance of overlay networks or

their security. These maps are not mutually exclusive, but focus the structural data and

metadata to specifically support queries about routing security and performance, respec-

tively, while maintaining a structure that is minimal in size and complexity.

In each case, the foundation of the map is based on related, and even sometimes the

same datasets. However, the methods and procedures used differ.

3.1 PERFORMANCE-FOCUSED MAPS

An effective network topology for evaluating how modifications to overlay protocols affect

performance must have high fidelity with regard to basic network characteristics such as

latency and bandwidth. Effectively, we desire a “scale” model of the actual network that

accurately reflects the network’s bandwidths and latencies, as well as the locations of dif-

ferent points of interest, such as clients, destinations, and overlay network relays.

The Internet is a collection of individual point-to-point links between routers. Those

routers belong to ASs, which may or may not cross country borders. Several previous

attempts to build effective network maps for emulation have attempted to abstract link

information at either the AS or country level. Unfortunately these abstractions frequently

lose information because important information is contained within the abstraction. For
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instance, much of the latency between points in two different ASs is contained in the indi-

vidual ASs, rather than the links that connect them. This occurs because the abstraction

(AS in this case) is too large, and encompasses too large an area.

To obtain a level of abstraction whic provides the desired granularity, we construct the

performance-focused network map at the level of of a point-of-presence (PoP), where a

PoP is roughly intended to represent a “node” on the Internet. A node may have multiple

interfaces or IP addresses; in fact, a node could subsume a number of very close actual

machines, such as a number of routers in a single rack. This allows us to compress the

size of the network graph without losing significant information because we only compress

nodes that are very close to each other.

Once nodes in the network are identified, we perform a series of iterative steps intended

to prune and compact the model to reduce the burden placed on the emulation platform

of choice. This is an important factor for large networks. While some simulators remain

accurate at large scale, they suffer in terms of performance. Eliminating unnecessary com-

ponents from the graph is prudent to ensure that simulations finish in a reasonable amount

of time.

We now describe the steps taken in practice to build the foundations of a performance-

focused network map.

1. Latency normalization. To construct the map, we utilize traceroute data from

CAIDA [9].1 CAIDA collects and makes available traceroute measurements to

most of the Internet’s /24 prefixes from geographically and topologically diverse van-

tage points. We normalize the traceroutes by removing all negative latency hops;

these occur when the traceroute data indicate that the latency required for reaching a

node b in a path sequence a→ b→ c is greater than that required to reach node c in

1iPlane [44] provides a similar traceroute dataset; we use CAIDA because, as of this
writing, its data were drawn from a wider distribution of sources and destinations.
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the same path.2 We normalize such occurrences by setting the time required to reach

b to be the average of the times required to reach a and c.

2. PoP grouping. Using the cleansed CAIDA data, we group IP addresses into PoPs

using a simple nearness heuristic: IPs within 2.5 ms of each other, within the same

/24 network, and belonging to the same AS are assigned to a single point-of-presence

(PoP). These grouping rules preserve the AS paths in our topology and reduce its size

significantly while still maintaining meaningful inter-PoP latencies.

The nearness heuristic may result in multiple “edges” between two PoPs. This

occurs when the CAIDA datasets contain traceroute measurements for mul-

tiple (src, sink) pairs, where src and sink are IP addresses belonging to the two

respective PoPs. To ensure that only one “edge” exists between PoPs in our model,

we assign the latency of each PoP-level link to be the median latency over all the

(src, sink) links. Alternately, we could store the variance over these latencies or a

distribution of them; this would permit evalution platforms to vary latency each time

a link is traversed.

3. Attaching Points of Interest. We define a Point of Interest (PoI) as any network loca-

tion which is intended as a network endpoint. This may include clients, destinations,

or network service points; in Chapter 4 we describe a case study which defined

Tor clients, relays, and destination as PoIs and placed them in the network graph

according to heuristics specific to Tor.

4. Graph pruning and compaction. To reduce the size of our model and make it practical

for experimentation, we prune unimportant nodes and edges. First, we perform All-

Pairs-Shortest-Paths over the PoIs and retain only the nodes and edges that appear

on the shortest paths. We use shortest path as an approximation for routing through

2Such inconsistencies likely occur due to jitter and other transient network effects that take place
during successive ICMP echo requests belonging to the same traceroute query.
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the network map. Existing work has demonstrated that the Internet generally obeys

shortest path routing policies, with some notable exceptions [25]. Conceptually, this

removes the portion of the Internet from our model that does not “participate” in our

modeled overlay network. Second, we iteratively replace all segments a ↔ b ↔ c,

where b has degree two; if w(a↔ b) and w(b↔ c) are the respective costs of links

a ↔ b and b ↔ c, we remove b from our model and insert a new edge a ↔ c with

cost w(a↔ c) = w(a↔ b) + w(b↔ c).

The resulting model represents a reduced map of the Internet built directly from

traceroute data that contains all of the PoIs that are of interest to an evaluation.

However, this map does not contain all of the required elements for evaluating an overlay

system, many of which are specific to the system being evaluated. We describe the addi-

tional components necessary for a performance evaluation of the Tor network in Chapter

4.

3.2 ROUTING SECURITY MAPS

One of the ways that overlay networks can be affected by the underlying network is through

the routes that application packets take. While these routes are transparent to the applica-

tion, it can present concerns. For instance, the ability of adverasries to observe applica-

tion level traffic is dependent upon whether traffic is likely to flow through the networks

under their control. If it does, adversaries may be able to eavesdrop on Skype calls or

deanonymize Tor traffic.

We term this issue “overlay routing security” and have devised a method for con-

structing a network map which can assist in evaluating the routing security of an appli-

cation. In Chapter 5 we apply this method to an evaluation of network level adversaries in

Tor.
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When evaluating routing security, the entities and organizations through which traffic

is routed are more critical than the performance characteristics of those links.3 As a result,

when constructing an Internet map for that purpose, our goal is to highlight the segments of

the network infrastructure that could be controlled by potential adveraries: network links,

routers, and the facilities that host this equipment. The primary type of network owner-

ship on the Internet comes in the form of ASs, the interlinked networks that comprise the

Internet.

Since ASs represent the core of ownership on the Internet, we begin building our map

by building a graph of AS from two sources. First, we consider the endpoints of links con-

tained within BGP paths gathered from geographically distributed RouteViews routers [73].

RouteViews data provides a “ground truth” about how ASs route traffic; the data contains

the actual BGP paths to each IPv4 prefix as advertised to a RouteViews router. However,

RouteViews may not give a complete set of AS links because each datapoint originates

from a fixed location.

To fill out the AS graph, we supplement RouteViews data with additional AS links iden-

tified from traceroutes in the CAIDA IPv4 Routed /24 AS Links Dataset [9]. The CAIDA

data improves the connectivity of our graph because it is gathered from more than three

times as many vantage points across the Internet. While these links do not have explicit

routing information, they do implicitly provide routing information – if a traceroute tra-

versed a particular link, then the link was part of an actual Internet route at that point.

Having constructed our AS graph, we need to determine how traffic would be routed

through it. Since BGP routing is dependent upon relationships between ASs, the next step

is to obtain a near-complete set of relationship information for the AS links contained in

our graph. This type of relationship information can be difficult to obtain because it is usu-

3Except of course for the case where performance characteristics of the underlying network
affects routing. We leave those situations aside for now.
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ally confidential. However, a number of algorithms have been developed which attempt to

map relationships by assigning directionality to links. The seminal work was by Gao [26].

Other records about organizational ownership can be used to identify certain types of rela-

tionships; specifically in the case of siblings we can identify similarities in the registration

records for different ASs and use those to determine organizations which are likely com-

ponents of a single larger entity. Our approach applies a multistep process which applies

these heuristics iteratively to obtain a complete, reasonably accurate, set of relationships.

1. Apply Gao’s heuristic algorithm to the network graph. This algorithm provides a

baseline set of relationships that covers all ASs within the graph. This is important

since the more accurate datasets we apply on top may not cover all links within the

graph.

2. Overlay data drawn from available AS relationships datasets, replacing any relation-

ships previously identified.

3. Heuristically identify sibling organizations from WHOIS records based on organi-

zation name, address, and contact similarity. Use identified siblings to correct any

sibling relationships misclassified as peer or provider/customer.

This process effectively augments the majority of links within our AS network graph

with relationship information.

We may wish to additionally annotate the graph with the locations of IXPs, since they

represent another type of network entity which could affect routing security. To do so, we

identify links which pass through IXPs using data from the IXP Mapping Project [4] and

annotate them as traversing an IXP.

Similar to our performance focused network map, using a routing security focused map

for evaluations of a network overlay requires adding additional information specific to the
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overlay in question. We describe some of these elements in Chapter 5, including how we

determine the location of Tor clients and destinations within the graph.

These two methods describe the general procedures for building foundational maps

which can be used for evaluating performance and routing security. Maps of this type can

provide a structure on which researchers can build targeted maps to evaluate questions

about specific overlay networks. In drawing from actual internet data to construct these

foundations, we enable researchers to evaluate overlays systems as if they were deployed

at scale. The next two sections present evaluations of performance and routing security in

the Tor network that we performed using our network maps as a foundation.
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CHAPTER 4

EVALUATING RELAY SELECTION IN TOR

Tor is the third-generation onion routing network and provides anonymous communica-

tion to TCP-based applications [18]. Tor clients select a source-routed circuit of precisely

three Tor routers (sometimes called relays) by querying any one of several authoritative

directories. After constructing a circuit, clients forward traffic through their circuits using

a layered encryption scheme based on onion routing [29]. Upon receipt of a fixed-size unit

of transmission (a cell), each router along a circuit adds or removes a layer of encryption,

depending on the cell’s direction.

While early onion routing systems initially specified that clients should select routers

uniformly at random [68], it became necessary to attempt to balance Tor’s traffic load

over the available router bandwidth as the anonymity network’s popularity increased. Tor

performs load balancing by weighting router selection in proportion to each router’s per-

ceived bandwidth capacity. Tor supports the use of trusted Bandwidth Authorities which are

responsible for actively probing the Tor routers and estimating each router’s capacity [57]

to augment each routers self-reported capacity. Additional constraints are placed on router

selection, including the use of entry guards [55] for the first hop to defend against the

predecessor attack [77] and exit policies that specify the destination addresses and ports

allowed by an exit router’s operator. Recent work has also suggested selection algorithms

that incorporate users’ trust over various parts of the network [36].

Despite Tor’s popularity with several hundreds of thousands of daily Tor users [30], one

of the primary roadblocks to wide-scale Tor adoption continues to be its poor performance.
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Prior work [17] has examined a number of factors that contribute to Tor’s performance

problems, including undesirable inter-circuit interference due to TCP’s congestion con-

trol [60], suboptimal flow control at the application layer [3], and imperfect load balancing

which causes lower bandwidth routers to handle too much traffic.

Tor exhibits high latencies partly due to the manner in which clients select relays for

their anonymous circuits (a path of three Tor relays, selected in proportion to their band-

width). For example, a large fraction of Tor’s volunteer-operated relays are located in the

United States or Germany [47, 71], requiring a typical client’s traffic to make at least one

transoceanic trip.

Existing work has proposed methods of creating lower latency anonymous circuits by

carefully selecting relays to reduce either link latencies [62, 63] or the geographic distance

covered by anonymous paths [2]. Other work has proposed that Tor clients be given the

ability to tune the selection of relays in a manner that allows clients to achieve greater per-

formance (by weighting more heavily toward high-bandwidth routers) or greater anonymity

(by weighting selection more uniformly at random) [64]. Follow-up work by Murdoch and

Watson have found that Tor’s default router selection algorithm offers a good trade-off

between performance and anonymity [50]. Still additional work has attempted to decrease

latency by avoiding circuits that have high levels of congestion [76].

Despite this growing body of research on path selection techniques for Tor, none of the

existing proposals have been evaluated under conditions that accurately reflect those that

would be found on a live anonymity network. To illustrate, studies [33, 50, 64, 69] have

shown that performance gains achieved under modeling and simulation are not present

when the system is tested under more realistic conditions. Although a particular algorithm

may show advantageous effects – even in the live network – when adopted by a small

number of clients and/or relays, the technique may have unexpected negative consequences

on the network when adopted en masse.
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There is thus a need to move beyond the consideration of solely local effects (“if I adopt

this algorithm, will it improve my performance and anonymity?”) and consider potential

impacts on the network in toto (“what are the effects if a large number of clients/relays

adopts this strategy?”). In this case study, we use the performance-focused network map

described in Section 3.1 to enable more comprehensive performance and anonymity anal-

yses.

4.1 EXISTING TOR MODELS

A large volume of existing work attempts to approximate the live network’s behavior, often

as a means to evaluate a refinement to the network’s protocols or configuration. At a high-

level, efforts at modeling Tor can roughly be organized into three categories: analytic, sim-

ulation, and emulation.

Analytic methods [6, 50] allow researchers to evaluate refinements to Tor’s protocols.

However, accurately and analytically modeling complex network effects (e.g., congestion,

jitter, etc.) remains an open problem. Indeed, existing analytic approaches often ignore

network effects entirely.

There are also a number of available Tor simulators [34, 50, 52, 53]. As with the ana-

lytic methods, existing simulators fail to fully capture Tor’s complexities. (To highlight this

complexity, we note that recent versions of Tor have more than 200 configuration options.)

In general, it is difficult to assess how well simulated behavior predicts the behavior of Tor

in an actual deployment.

More recently, Moore et al. [48] and AlSabah et al. [3] use the ExperimenTor emu-

lator [5] to respectively examine alternative rate limiting and congestion/flow control poli-

cies for Tor. However, their topologies do not model the live Tor network’s latency, geog-

raphy, or AS distributions. Similarly, Jansen and Hopper [33] introduce the Shadow frame-
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work for executing (slightly modified) Tor code on a synthetic network. They sample the

live network’s bandwidth distribution, but configure geographic locations and latencies

only according to a sample of several PlanetLab nodes.

To the best of our knowledge, ours is the first work that attempts to model the distri-

butions of latencies, bandwidths, relay types, AS assignments, and geographies found on

the live Tor network. We make use of the performance focused network map described in

Section 3.1 under simulation (for scalability) and emulation (for realism).

4.2 MODELING

The foundation of the analysis performed in this case study is the performance-focused

network map described in Section 3.1, using Tor relays, clients, and destinations as the

PoIs in the graph.

4.2.1 CONFIGURING THE MODEL

We attach these endpoints to the graph as follows:

• Tor relays. We identify the Tor relays on the live Tor network whose IP addresses are

in the same /24 network as some PoP in our model. We add the matching relays to

our model, and mark the corresponding PoPs as a PoI.

• Clients and destinations. Prior research [21] has identified popular Tor client and

destination ASs. We add clients and destinations to our model at the PoPs that belong

to the popular client and destination (resp.) ASs and mark their PoPs as PoIs. (Note

that based on our grouping heuristic, a PoP belongs to exactly one AS.)

We are able to effectively model 1524 relays in our network map, which constitutes a

large proportion of the Tor network. While we were unable to model the full Tor network
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(since we lacked the necessary traceroute information), it is worth noting that the

1524 Tor relays in our graph handle 71.3% of all traffic on the live network. We apply the

remainder of the algorithm described in Section 3.1 as usual, resulting in a large network

network focused on Tor. To set up our evaluation, we additionally configure several Tor

specific elements.

To generate a scaled-down topology that is faithful to the bandwidth distribution of the

live Tor network, we sample router bandwidths from the live Tor network as follows. We

first take a list of all routers in a current Tor consensus and sort the list by the routers’

observed bandwidths, as reported in each router’s descriptor. We sample routers uniformly

from this sorted list to precisely select the desired number of routers.1

Since Tor allows router operators to configure rate limits using a token bucket rate-

limiting mechanism, we also sample each router’s rate-limiting configurations (i.e., the

BandwidthRate and BandwidthBurst options), which are also advertised within

each router’s descriptor.

Lastly, it is necessary to configure the directory authorities in the emulated network to

advertise the correct bandwidth weights for each router. These weights ensure that clients

select routers in the proper proportions. As described in Section 4.1 the live Tor network

uses a set of Bandwidth Authorities to measure and compute these bandwidth weights. In

our emulated network, we take a more simple approach: Each router is configured with an

estimated bandwidth capacity according to its observed bandwidth value given in its live

descriptor. The emulated directories then use these observed bandwidth values to compute

a set of bandwidth weights to be used by clients for router selection in our subsequent

experiments.

1While we note that this procedure allows us to approximate the bandwidth distribution of the
live Tor network, it may slightly underestimate the bandwidths since the live network’s measure-
ments are affected by latencies (in addition to relays’ actual bandwidths).

30



We assign unlimited bandwidths to the clients and server PoIs in our models so that they

do not create bottlenecks. Although this may be slightly unrealistic, we note that except for

very bandwidth-limited clients, performance bottlenecks occur in the Tor network itself,

not at the sender or receiver. The “last-mile” latencies for servers and clients are assigned

to be the median latency of the links within the PoP they are attached to, if available in our

network map. If not, the latency is set to 10ms.

We run a single Tor client for each client PoI within our topology. Each Tor client uses

different configuration options depending on the selection strategy being evaluated; how-

ever, there are a number of standard configuration options that we apply for our emulation

experiments. We disable the use of entry guards, since the Guard designation relies on com-

ponents such as uptime which are difficult to apply to short-term experiments. We also use

the MaxCircuitDirtiness and LearnCircuitBuildTimeout parameters to increase

the frequency with which new circuits are requested and to prevent historical data from

being used to choose circuits.

Destinations are handled by a single server listening on all designated destination IP

addresses.

We produce two models using the above techniques: one with 1524 relays and another

with 100 relays (Figures 4.1 and 4.2, respectively). The 1524-relay topology contains every

relay that could be mapped from the live Tor network. The 100-relay model was constructed

by down-sampling from the 1524 model, while preserving the bandwidth profiles and relay

type (i.e., guard, exit, etc.) distributions from the larger model. We use the larger model for

simulations of circuit building events (Section 4.5), and the smaller model in our emulation

environment (which requires a more manageable topology size). Our experimental emula-

tion (Section 4.6) uses 50 of the 100 possible relays to increase the ratio of clients-to-relays

and better approximate the performance offered by the live Tor network; we will refer to it

as the 50-relay model.
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Figure 4.1: 1524-relay model of the Tor network.

Figure 4.2: 100-relay model of the Tor network. 50 of the 100 relays
are active during experimentation.
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Network/Model Relays Non-Exit Guards Exit Guards Middle Non-Guard Exits

Live Tor network 2642 579 [22%, 40%] 239 [9%, 31%] 1208 [46%, 18%] 616 [23%, 10%]
1524-relay model 1524 389 [26%, 43%] 154 [10%, 31%] 650 [43%, 18%] 332 [22%, 9%]
50-relay model 50 13 [26%, 64%] 4 [8%, 17%] 22 [44%, 15%] 11 [22%, 4%]

Figure 4.3: Distribution of relays in the live Tor network and our 1524- and 50-relay models, by
count. The percentage of the network by count and the percentage of the network by bandwidth are
respectively indicated in brackets.

4.2.2 MODEL VERIFICATION

We next verify our two models by demonstrating that they share several important char-

acteristics with the live Tor network, including the bandwidth capacities, types, and geo-

graphic distribution of relays. We also discuss how our model of client behavior approxi-

mates real-worldTor client behavior.

Tor biases relay selection in part based on relay type (e.g., guard, exit, etc.). Since relay

selection affects both the performance and anonymity properties of Tor circuits, to properly

evaluate performance and anonymity, we desire models that reflect the same proportions of

relay types as the live Tor network. Table 4.3 shows that our topologies reflect the numeric

distribution of non-exit guards, exit guards, middle relay, and non-guard exits that occur on

the live Tor network. We reasonably approximate the bandwidth handled by those classes

of relays in our 1524-relay model, but see a modest shift in bandwidth capacity from Exit

Guards to Non-Exit Guards in our 50-relay model.

Figures 4.4, 4.5, and 4.6 respectively show the global distribution of Tor relays for the

full Tor network, our 1524-relay model, and our 50-relay model. We use the GeoIP [41]

service to map relays to geographic locations based on their IP addresses. Our down-

sampled set of 1524-relays maintains similar geographic characteristics to the full set of

Tor relays. The 50-relay model used for emulation unavoidably loses some fidelity due to
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Figure 4.4: Geographic distri-
bution of Tor relays in the full
Tor network.
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Figure 4.5: Geographic distri-
bution of Tor relays in our
1524-relay topology.
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Figure 4.6: Geographic dis-
tribution of the 50 emulated
relays.

down-sampling, but still retains a diverse geographic distribution that covers sixteen coun-

tries.

Figure 4.7 plots the cumulative distributions of bandwidth capacities for relays in the

live Tor network as well as our 1524- and 50-relay models. Applying the two sample

Kolmogorov-Smirnov test (a statistical measure for comparing the similarity between two

empirical distributions), we find a Kolmogorov/Smirnov (K-S) statistic of 0.050 between

the 1524-relay model and the live network, and a K-S statistic of 0.065 between the 50-

relay model and the live network. This strongly indicates that the bandwidth distributions

of our models closely match that of the live Tor network.

Tor’s anonymity is affected by the network’s AS topology [21]. An AS that exists both

on the ingress path – between a client and the first relay – and the egress path – between

the exit relay and the destination – can apply known timing attacks [40] to link the two

segments and discover the identities of both the sender and receiver. To accurately assess the

anonymity offered by various relay selection policies, our models should therefore exhibit

AS distributions that closely match that of the live Tor network.

A histogram of AS memberships for the live network and our 1524-relay topology is

shown in Figure 4.8. For ease of presentation, AS numbers have been replaced with indexes,
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Figure 4.8: Histogram of relays’ AS member-
ship for the live Tor network and our 1524-
relay model.

sorted by the count of constituent relays for the live Tor network. As can be seen from the

figure, our model accurately reflects the live Tor network’s distribution of ASs. Comparing

against the live Tor network, the K-S statistics for the 1524-relay model is 0.046.

While the AS distribution in the 1524-relay model closely resembles that of the live

Tor network, the 50-relay model is not particularly representative (here, the K-S statistic is

0.153). This “loss in fidelity” results from the small size of our 50-relay sample, relative

to the number of relays on the live network. We discuss this limitation in more detail in

Section 4.2.3. However, we note that our security results (in which we investigate how often

an AS appears on both a circuit’s ingress and egress segments) are based on simulations

over the larger 1524-relay topology (Section 4.5). Our performance analyses, which are

less dependent on AS topologies, are conducted using emulation over the 50-relay model

(Section 4.6).
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To reflect realistic workloads, we model two types of Tor clients. Interactive (also called

web) clients repeat a fetch-sleep cycle where they access content for five minutes and sleep

for up to one minute. While in the fetch stage of this cycle, clients request files (i.e., “web

pages”) between 100KB and 500KB in size, which approximates the average web page

size (320KB) as reported by Google [66]. Between each fetch, clients wait for up to 11

seconds to simulate the behavior of someone browsing the web (i.e., they do not click links

continuously, but pause to decide where to navigate next).

In contrast, bulk clients download continuously, and request files between 1MB and

5MB in size. Bulk clients roughly approximate the behavior of file sharers on the Tor

network. To match existing studies [47] of behavior on the live Tor network, 3% of the

clients are configured to be bulk; the remaining 97% are interactive.

To create workloads that capture the latency of Tor connections, each client additionally

runs a low-bandwidth “echo” client that sends a single Tor cell once a second through the

Tor network.

Our models also include destination nodes, which are the targets of anonymous com-

munication. They serve HTTP requests and respond to “echo” messages.

4.2.3 LIMITATIONS

Our goal is to use our network map methodology as the basis for models that accurately

represent the live Tor network’s bandwidth, relay type, geographic, and AS distributions.

Despite the verification measures described in the previous step, there is an inherent loss of

fidelity due to down-sampling and the inability to perfectly represent client behavior. Our

technique has some limitations, particularly wiht regard to client behavior and experiment

scale. We discuss these limitations now:

By design, Tor makes it difficult to capture the behavior of the network’s users. Existing

studies [21, 47] of client behavior rely on sampled data from specially instrumented Tor
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guard and exit relays that record usage statistics. We utilize the results of these studies

to place clients and destinations in our network map. Unfortunately, these studies are

becoming somewhat dated [21, 47]. We chose not to repeat the experiments described in

the studies due to privacy concerns; as others have noted [65], recording client behavior

on the live Tor network runs contrary to the anonymity network’s principles and has the

potential to put the network’s users at risk. Although our datasets may not perfectly match

current behavior, our placement of clients conforms to high-level statistics reported by the

Tor Metrics Portal [71].

To maximize realism, we use the ExperimenTor [5] emulator in which unmodified Tor

binaries communicate over a virtual network topology. However, the ability to scale our

emulation is limited by our CPU and bandwidth capacities. Since we cannot emulate the

hundreds of thousands of users who are estimated to use Tor [42], we instead opt to cap-

ture the level of congestion that occurs on the live Tor network. To do this, we adjust the

number of Tor clients, and tune their behavior by changing how often they request pages to

approximate the performance characteristics of the Tor network with a reduced number of

clients (see Section 4.6).

4.3 SELECTION ALGORITHMS

Using our network map, we evaluate the performance and anonymity of various relay selec-

tion strategies under realistic network conditions. In this section we enumerate existing and

novel relay selection algorithms (Section 4.3), describe how we integrate the relay selec-

tion techniques into Tor (Section 4.3.1), and present metrics for measuring anonymity and

performance (Section 4.4).

We consider the following relay selection algorithms:
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• Tor. Conceptually, Tor’s relay selection algorithm weighs relays proportionally

according to their bandwidth [16, 18]. Murdoch and Watson have found that

such a strategy offers good load balancing properties while providing reasonable

anonymity [50]. In practice, however, Tor uses a slightly more complex weighting

strategy that de-emphasizes unstable and/or new relays in favor of more longstanding

routers. Additionally, Tor biases against selecting guard relays except as entry points,

and exit relays except at egress locations.

• Snader/Borisov. Snader and Borisov [64] propose a refinement to Tor’s algorithm

that allows the sender to “tune” the degree to which selection is biased in favor of

bandwidth. They introduce a family of functions

fs(x) =


1−2sx

1−2s
if s 6= 0

x if s = 0

where s is a parameter that trades off between anonymity (selecting relays uniformly

at random) and performance (biasing more heavily in favor of bandwidth). Given a

list of relays sorted by their bandwidths, the Snader/Borisov (SB) algorithm selects

the relay at index bn · fs(x)c, where x is chosen uniformly at random from [0, 1) and

n is the number of relays. In the remainder of this thesis, we denote the SB strategy

with some fixed value of s as SB-s.

• Unweighted Tor. As a point of comparison, we include an Unweighted Tor selec-

tion strategy where clients build paths by choosing relays uniformly at random

without replacement from the set of available relays provided by Tor. Clients using

Unweighted Tor will only choose paths terminating at relays with accepting exit

policies; they also are subject to any other constraints imposed by Tor.

• Coordinate. Sherr et al. [62, 63] propose latency-aware link-based relay selection

strategies. In their approach, relays participate in a virtual coordinate embedding
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system [13]. (To avoid potential anonymity attacks, neither clients nor destinations

participate in the coordinate system.) The Euclidean distance between any two

relays’ virtual coordinates serves as an indicator of the latency between the pair. By

summing the virtual distances between relays’ advertised coordinates, clients can

estimate the latencies of potential anonymous circuits before they are instantiated.

We implement two variants of coordinate-based routing. In the Coordinates strategy,

clients select — but do not instantiate — k candidate paths where the relays in

each path are selected using the Unweighted Tor methodology. Clients compute the

expected latency of each of their k candidates paths, and select the path with the

lowest estimated latency.

We also introduce a hybrid Tor+Coordinates strategy. Here, clients select k candidate

paths using Tor’s default bandwidth-weighted relay selection strategy. Clients then

compute the expected latencies of the k candidate paths and instantiate the path with

the lowest expected latency.

An evaluation of several potential values showed that setting k = 3 offered the best

trade-off between increased performance and the time spent identifying the best path.

• LASTor. The LASTor [2] system selects relays in a manner that (1) reduces the proba-

bility that an autonomous system will appear on both sides of the anonymous circuit

and (2) reduces path latencies by using geographic distance as an estimate for latency.

(LASTor uses the GeoIP service to map network addresses to physical locations.) All

possible candidate paths between a client and a destination are weighted based on

their great circle distance (i.e., the distance measured over a spherical representation

of Earth), and a path is selected that seeks to minimize that weight. To make this

computationally tractable, relays are clustered into gridsquares based on latitude and

longitude, and paths are calculated through these gridsquares. In addition, LASTor
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makes use of iPlane datasets [44, 45] to avoid selecting paths where there exists an

AS at both ends that could correlate traffic across the anonymous path.

• Congestion-aware selection. This technique, proposed by Wang et al. [76], seeks to

intelligently select Tor circuits with the lowest levels of congestion. Congestion mea-

surements for a given circuit are obtained by opportunistically sampling roundtrip

times across that circuit and subtracting the lowest recorded roundtrip time. Both

circuit building events and application connections are used to measure circuits with

little additional overhead.

Based on these congestion measurements, Wang et al. propose two immediate and

one long-term path selection techniques. We applied the two immediate techniques

together but omit the long-term algorithm entirely, as it was found to have negli-

gible impact by the paper’s authors [76]. The immediate techniques are as follows:

(a) when choosing a circuit to use, randomly choose three of the available circuits,

then select the one with the lowest measured congestion time, and (b) if at any point,

the mean of the last five measured congestion times on a given circuit is more than

0.5 seconds, switch to another circuit.

4.3.1 INTEGRATING SELECTION ALGORITHMS INTO TOR

We implement the described selection algorithms within Tor version 0.2.3.0-alpha. For

the Coordinates and Tor+Coordinates algorithms, we implement additional Tor cell types

to support ping messages between Tor instances. Ping targets are selected uniformly at

random from the list of running relays once every three seconds. A TLS connection is

established with that target, and ping requests and responses are exchanged. The initi-

ating relay uses the minimum ping response received to update its coordinate using the

distributed Vivaldi algorithm [13]. We also modify Tor to include coordinate information
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in relay descriptors, enabling clients to collect the necessary information to estimate the

latencies of potential circuits.

Our implementations of the LASTor and Congestion-aware protocols use the Python

TorCtl controller interface to select and instantiate paths according to the specifications out-

lined by Akhoondi et al. [2] and Wang et al. [76], respectively. For LASTor, we statically

designate the latitude and longitude of our 50-emulated relays based on their real-world

locations, obtained through IP-geolocation with the GeoIP City database, resulting in 38

geographic clusters. We do not implement the AS avoidance portion of LASTor since it

relies upon iPlane Nano data [45] for BGP routing policies which may not map accurately

to the routing on our experimental topology. Akhoondi et al. [2] showed that AS aware-

ness increased the latency of selected paths, and hence we expect our LASTor performance

results to be slightly optimistic.

Our Congestion-aware implementation obtains opportunistic measurements from three

sources: the time taken to extend the circuit to the third relay; the time taken for application

connection requests and acknowledgment; and a special PINGED cell sent once to measure

the roundtrip time immediately after circuit construction.

4.4 METRICS

Our goal is to understand the implications of running the above relay selection strategies

on the actual Tor network.

Our performance metrics are: throughput; time-to-first-byte (TTFB) (the time

required for clients to fetch the first byte of a document); and average ping time (P-

RTT) (the median roundtrip-time of sixty 100-byte pings).

Our anonymity metrics include: (1) the fraction of instantiated anonymous paths

in which the same AS appears on both sides of the path, as proposed by Edman and
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Syverson [21]; (2) the Shannon entropy over the distribution of relays in the entry and

exit positions of paths [15, 61]; and (3) the Gini coefficient over those relays, as proposed

by Snader and Borisov [64]. The Gini coefficient is a measure of equality (equality of

selection probability, in this case) used frequently in economics. A Gini coefficient of

0 represents perfect selection equality (i.e., all routers are chosen with equal frequency),

while a coefficient of 1 represents perfect inequality (i.e., only one router is always chosen).

Note that because each path requires that a distinct entry and exit relay be selected, a Gini

coefficient of 1 is effectively impossible to attain; the ceiling is 0.98 for our 50 relay

emulation environment.

We compute Shannon entropy and the Gini coefficient over only the first and last relays

in a given path. Tor instantiates paths containing three relays; the middle relay communi-

cates only with the entry and exit relays using TLS encryption. An adversary observing

the middle relay obtains little information of value, while one who observes both the entry

and exit does not need to see the middle relay to break anonymity. Thus the distribution

of entries and exits is most critical to anonymity. We desire relay selection strategies that

produce high entropy and low Gini coefficients, as this prevents a subset of relays from

observing a disproportionate amount of the network’s traffic.

Using our models of the live Tor network, we next evaluate the anonymity (Section 4.5)

and performance (Section 4.6) properties of proposed relay selection strategies.

4.5 EVALUATION: ANONYMITY OF RELAY SELECTION

We simulate path selection on our 1524-relay model of the live Tor network. The simu-

lator is based on actual Tor code (version 0.2.2.33) and uses Tor’s relay selection functions.

Our simulator implements only Tor’s relay selection logic and does not simulate the actual
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construction of paths, the transmission of data, or network effects such as congestion.2 The

performance of various relay selection policies, which is heavily dependent on network

effects, is studied under full-network emulation in Section 4.6. Here, we focus our sim-

ulation experiments on measuring the AS diversity of paths as well as the distribution of

selected relays.

We modify Tor’s relay selection logic to support the SB-s and LASTor strategies.

Since we do not simulate network conditions, we do not consider the Coordinates,

Tor+Coordinates, or Congestion-aware strategies, each of whose behavior is dependent

upon those conditions.

For each tested strategy, we simulate 5 million paths. Using the client and destination

AS distributions reported by Edman and Syverson [21], we assign clients and destinations

to the ASs for each path. We then check whether the same AS appears both on the path from

the client to the guard relay as well as on the path from the exit relay to the destination.

If so, we weigh the result by the probability that this client and destination pair would

be chosen (again, using Edman and Syverson’s AS distribution). Effectively, this method

yields the percentage of vulnerable paths, assuming clients and destinations are distributed

as they were in Edman and Syverson’s study. Our LASTor implementation does not include

its AS avoidance strategy, resulting in a higher percentage of vulnerable paths than is likely

to occur in a deployed implementation. The entropy and Gini coefficient results for LASTor

are unaffected.

Table 4.1 shows the percentage of vulnerable paths for the various relay selection

strategies, as well as the Gini coefficient and entropy over the distribution of selected

relays. These metrics should not be taken as direct indicators of the strength of a partic-

ular anonymity technique, but rather as a mechanism for comparing the security properties

2Our simulator is based on the framework described by Elahi et al. [22].
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Relay selection strategy % vulnerable paths Gini coef. Entropy
Unweighted Tor 24.34 0.530 9.65

Tor 27.39 0.891 7.68
SB-3 24.66 0.662 9.32
SB-6 24.99 0.776 8.53
SB-9 26.01 0.841 7.58
SB-12 26.84 0.878 6.68
SB-15 27.42 0.900 5.95

LASTor 24.94 0.644 9.38

Table 4.1: Percentage of vulnerable paths, Shannon entropy and Gini coefficient for various relay
selection strategies, under simulation using the 1524-relay model.

Selection Strategy

Cogent Communications (AS174)

DFN (AS680)

Verizon Business (AS701)

Amsterdam IX (AS1200)

TeliaNet Global Network (AS1299)

NTT Communications (AS2914)

Tinet−Backbone (AS3257)

Deutsche Telekom (AS3320)

Level 3 Communications (AS3356)

Global Crossing (AS3549)

Tata Communications (AS6453)

N2K Inc. (AS6939)

NovaTel (AS41313)
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Figure 4.9: The ASs that most often appeared on both sides of anonymous paths, for each selection
strategy. Shading indicates the percentage of paths on which the AS appeared.
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of different strategies. The Unweighted Tor strategy offers the smallest percentage of vul-

nerable paths. This is unsurprising, since randomly selecting relays increases the diversity

of paths. For the Snader-Borisov paths, increasing the value of s (i.e., biasing more heavily

in favor of performance) increases the percentage of vulnerable paths, as the distribution

of selected relays becomes less uniform. This effect is best captured by the increase in the

Gini coefficient (indicating increasingly uneven distributions) as s increases.

Overall, in all cases, the relay selection strategy did not significantly increase the per-

centage of vulnerable paths. However, we note that the prevalence of a small number of ASs

on both sides of the anonymous circuits cause approximately one quarter of the circuits to

be vulnerable. This is slightly higher than the value reported in Edman and Syverson’s

study [21] (approximately 18% for Tor’s default strategy). The potential increase in vul-

nerability may be due to topological changes on the Internet since their study was con-

ducted in 2009. Additionally, we note that while our Internet model is based on empirical

traceroute data, Edman and Syverson estimate AS paths using Qiu’s inference algo-

rithm [59] applied to RouteViews [73] data. In Figure 4.9, we report the ASs that most

commonly occurred on either side of a path, and the rate at which that occurred for each

selection strategy.

4.6 EVALUATION: PERFORMANCE EFFECTS OF RELAY SELECTION

To measure the performance of relay selection, we run a modified version of Tor in an

emulated network. We use ExperimenTor [5], executing all Tor instances on a 12-core

2.8 GHz Xeon X5660 machine with 64 GB of memory, running Ubuntu 11.10 with the

2.6.38 Linux kernel. ExperimenTor’s ModelNet [74] virtual network backend runs inside

of a FreeBSD 6.3 virtual machine connected to the host emulator with a direct 10 GbE

link. Our experimental configuration uses the 50-relay model described in Section 4.2. We
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carefully monitor the CPU, memory, and network utilization of both machines to ensure

that resource constraints do not introduce any artifacts into our experiments.

We run each experiment for 2.5 hours to allow the system to stabilize and record results

only from the last 90 minutes of each experiment. This allows the coordinates to stabi-

lize for the Coordinates and Tor+Coordinates strategies, and the bandwidth weightings to

properly adjust for SB-s and Tor.

As discussed in Section 4.2.3, establishing an appropriate level of traffic is difficult

when modeling the Tor network. Our goal is to select a level of congestion that is on par

with that found on the live Tor network.
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Figure 4.10: Cumulative distribution of throughput (left) and time-to-first-byte (right) of paths in
our emulated environment with 75, 100, and 125 clients. The yellow highlighted boxes depict the
interquartile ranges of performance of the live Tor network, as reported by the Tor Metrics Portal.
To match the live network, the performance curve should intersect the lower-left and upper-right
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We alter the number of clients to tune the level of congestion in our emulated Tor

network. To select a level of congestion that matches Tor, we compare the throughput and

time-to-first-byte experienced in our emulation to performance data collected from the live

network in March 2012 [71]. As shown in Figure 4.10, with 100 active clients (three of

which are bulk clients), our emulated throughput matches that of the Tor network almost

exactly, while our time-to-first-byte is 32% faster at the third quartile, but only 6% faster at

the median and 5% slower at the first quartile.

While our use of 100 active clients approximates the performance of the current live

Tor network, we also evaluate relay selection strategies under both less and more severe

congestion conditions. Specifically, we emulate 25 and 175 clients in the “low” and “high”

congestion configurations, respectively, to evaluate performance for possible future condi-

tions on the Tor network.

We first consider a homogeneous network in which all clients adopt identical relay

selection strategies. Figure 4.11 shows the cumulative distribution of measured client

throughput, time-to-first-byte, and P-RTT for a network experiencing a medium level of

congestion. (For readability, we adopt the convention of listing the labels in the figures’

keys in order of the corresponding curves’ median values, while maintaining the same

line types between figures.) There is a distinct difference in performance between the

selection strategies that use bandwidth to influence their selection and those that do not.

The Tor+Coordinates and Congestion-aware strategies achieve a median throughput of

85 KBps, outperforming all other selection strategies, although Tor (81 KBps) is only

4.7% worse. Strategies that apply either little or no weight to bandwidth perform poorly:

Unweighted Tor nets a median throughput of just 22 KBps, while LASTor has a median

throughput of 24 KBps.

The latency metrics follow a similar trend. Here Congestion-aware performs the best

with a median time-to-first-byte of 1.321 seconds, 8.5% better than Tor, and 10.7% better
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than SB-9. Notably, while LASTor remains poor at time-to-first-byte, it actually performs

reasonably in P-RTT; its median P-RTT of 1.41 seconds is only 12% worse than SB-9

and much better than that of Unweighted Tor, Coordinates and SB-3. This is unusual con-

sidering both metrics measure latency. We suggest that the difference is due to a distinc-

tion that strongly affects LASTor: time-to-first-byte incorporates TCP connect time, while

P-RTT does not begin measuring until a connection is established. Since LASTor optimizes

the latency across the full path between client and destination, the destination must be

known before a Tor circuit can be established. Time-to-first-byte captures the time required

for LASTor to pick and extend an appropriate path each time a new application request is

received. By contrast, Tor normally maintains a set of established circuits and simply routes

new traffic over one of them.

In Figures 4.12 and 4.13, we explore the performance of the relay selection strate-

gies in networks with resp. high and low congestion. In the highly congested environment,

throughput and time-to-first-byte suffer across the board. Tor, SB-9 and Tor+Coordinates

perform similarly, with median throughput of 46 KBps, 47 KBps, and 44 KBps respectively.

Somewhat surprisingly, Coordinates also does reasonably well, with a median throughput

of 43 KBps. The other less bandwidth-focused strategies produce median throughput of less

than 33 KBps. Congestion-aware, by virtue of its focus on avoiding congestion, performs

the best by a considerable margin with a median throughput of 53.8 KBps.

The Congestion-aware strategy continues to be effective when performance is mea-

sured in time-to-first-byte. Congestion-aware outperforms all other strategies with a

median time-to-first-byte of 1.87 seconds, 14%, 21%, and 27% faster than SB-9, Tor,

and Tor+Coordinates respectively. Similarly, LASTor continues to have impressive P-RTT

times (although not throughput or time-to-first-byte): under high congestion, its 1.31

seconds are the second lowest at the median, behind only Congestion-aware.
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In a low-congestion environment (Figure 4.13), throughput is considerably higher, and

time-to-first-byte lower, due to reduced traffic and congestion.

Bandwidth remains an important factor in path selection, with a clear delineation

between strategies that weight heavily for bandwidth and those that do not. The former

category is led by SB-9 which exhibits 45% better throughput than Tor. With the lower

level of congestion, our Tor+Coordinates selection strategy is also able to improve upon

Tor by 22%. Similar to the results for medium and high congestion networks, strategies

that do not focus heavily on bandwidth do not perform particularly well.

SB-9 and Tor+Coordinates have the lowest time-to-first-byte, both with median times

under one second. At their medians, they respectively perform 14% and 17% better than

default Tor.

We see that even under low congestion, Unweighted Tor and LASTor do not appear to

be effective at selecting paths through Tor, and experience the worst throughput and time-

to-first-byte. It should be noted that LASTor again performs reasonably when performance

is measured in terms of P-RTT. Congestion-aware continues to perform well but with less

distinction, likely due to low levels of congestion.

We also explore the effects of relay selection when some clients elect to run a different

relay selection strategy. This scenario is likely in incremental deployments, and addition-

ally models application-tunable anonymity [63] in which clients select a relay selection

policy to meet their underlying applications’ communication requirements. When evalu-

ating heterogeneous selection, 20% of clients use a specific selection method, while the

remaining 80% use Tor. We present the median, 10th-, and 90th-percentiles of throughput,

time-to-first-byte, and P-RTT for this heterogeneous selection under medium congestion in

Table 4.2. We also show (1) the performance of the 80% of the clients that use the vanilla

Tor client, and (2) the percentage improvement of the non-Tor strategy over Tor.

51



0
5

0
1

0
0

1
5

0
2

0
0

2
5

0
3

0
0

0.00.20.40.60.81.0

T
h
ro
u
g
h
p
u
t

K
B

p
s

Cumulative Fraction

L
A

S
T
o

r

U
n

w
e

ig
h

te
d

 T
o

r

C
o

o
rd

in
a

te
s

S
B

−
3

T
o

r

T
o

r+
C

o
o

rd
in

a
te

s

C
o

n
g

e
s
ti
o

n
−

a
w

a
re

S
B

−
9

0
2

4
6

8
1

0
1

2

0.00.20.40.60.81.0

T
im

e
 t

o
 F

ir
s

t 
B

y
te

S
e

c
o

n
d

s

Cumulative Fraction

T
o

r+
C

o
o

rd
in

a
te

s

C
o

n
g

e
s
ti
o

n
−

a
w

a
re

S
B

−
9

S
B

−
3

T
o

r

C
o

o
rd

in
a

te
s

U
n

w
e

ig
h

te
d

 T
o

r

L
A

S
T
o

r

0
2

4
6

8
1

0
1

2

0.00.20.40.60.81.0

P
in

g
 R

T
T

S
e

c
o

n
d

s

Cumulative Fraction

T
o

r+
C

o
o

rd
in

a
te

s

L
A

S
T
o

r

C
o

n
g

e
s
ti
o

n
−

a
w

a
re

S
B

−
9

T
o

r

S
B

−
3

)

C
o

o
rd

in
a

te
s

U
n

w
e

ig
h

te
d

 T
o

r

Fi
gu

re
4.

13
:C

um
ul

at
iv

e
di

st
ri

bu
tio

n
of

m
ea

su
re

d
cl

ie
nt

ba
nd

w
id

th
(l

ef
t)

,t
im

e-
to

-fi
rs

t-
by

te
(c

en
te

r)
,a

nd
av

er
ag

e
pi

ng
tim

e
(r

ig
ht

)f
or

va
ri

ou
s

re
la

y
se

le
ct

io
n

po
lic

ie
s

in
a

ne
tw

or
k

w
ith

lo
w

co
ng

es
tio

n.

52



th
ro

ug
hp

ut
(K

B
ps

)
tim

e-
to

-fi
rs

t-
by

te
(s

ec
on

ds
)

P-
R

T
T

(m
ill

is
ec

on
ds

)

SB
-9

SB
-9

83
.9

6
[3

0.
19

,1
91

.0
5]

11
.0

%
1.

27
[0

.8
3,

3.
70

]
12

.4
%

89
4

[4
01

,4
15

2]
9.

7%
D

ef
au

lt
To

r
75

.7
[2

9.
77

,1
76

.0
5]

1.
45

[0
.8

8,
3.

95
]

98
1

[4
27

,4
42

3]

SB
-3

SB
-3

46
.6

6
[1

6.
02

,1
33

.9
3]

-3
6.

4%
1.

80
[0

.8
7,

5.
38

]
-3

3.
3%

17
28

[4
36

,7
82

1]
-5

5.
7%

D
ef

au
lt

To
r

73
.3

4
[2

4.
75

,1
77

.2
0]

1.
35

[0
.8

6,
4.

06
]

11
10

[4
22

,6
06

3]

U
nw

ei
gh

te
d

To
r

U
nw

ei
gh

te
d

To
r

29
.2

1
[1

1.
69

,7
5.

43
]

-6
6.

1%
2.

80
[0

.9
5,

7.
13

]
-1

01
.4

%
29

63
[5

36
,1

02
35

]
-2

35
.8

%
D

ef
au

lt
To

r
86

.1
3

[2
7.

69
,1

97
.4

3]
1.

39
[0

.8
9,

3.
88

]
88

5
[4

41
,4

73
0]

To
r+

C
oo

rd
in

at
es

To
r+

C
oo

rd
in

at
es

83
.9

2
[3

2.
84

,1
88

.6
3]

10
.6

%
1.

32
[0

.8
7,

4.
06

]
12

.6
%

79
7

[3
96

,3
65

5]
17

.4
%

D
ef

au
lt

To
r

75
.8

1
[2

9.
80

,1
73

.3
1]

1.
51

[0
.9

1,
3.

84
]

96
5

[4
36

,3
97

3]

C
oo

rd
in

at
es

C
oo

rd
in

at
es

61
.5

3
[1

9.
34

,1
48

.3
7]

-2
8.

6%
1.

41
[0

.8
5,

5.
99

]
-2

.9
%

17
23

[4
22

,8
05

1]
-8

8.
7%

D
ef

au
lt

To
r

86
.1

5
[3

1.
68

,1
91

.1
2]

1.
37

[0
.8

9,
3.

62
]

91
3

[4
37

,4
36

5]

LA
ST

or
LA

ST
or

28
.2

6
[8

.1
1,

56
.3

8]
-7

0.
0%

6.
78

[2
.3

6,
63

.9
1]

-4
25

.6
%

14
09

[4
35

,6
44

0]
-8

2.
3%

D
ef

au
lt

To
r

94
.4

3
[3

5.
20

,2
05

.9
6]

1.
29

[0
.8

6,
3.

03
]

77
3

[4
18

,3
84

0]

C
on

ge
st

io
n-

aw
ar

e
C

on
ge

st
io

n-
aw

ar
e

86
.3

8
[3

3.
66

,1
86

.1
0]

9.
5%

1.
31

[0
.8

6,
3.

11
]

10
.3

%
64

8
[3

95
,1

88
4]

32
.1

%
D

ef
au

lt
To

r
78

.8
6

[3
0.

37
,1

76
.9

9]
1.

46
[0

.9
0,

3.
88

]
95

4
[4

39
,6

41
0]

H
om

og
en

eo
us

To
r

To
r

81
.1

7
[3

1.
51

,1
80

.5
5]

1.
44

[0
.9

0,
3.

64
]

90
1

[4
47

,4
00

9]

Ta
bl

e
4.

2:
Pe

rf
or

m
an

ce
m

et
ri

cs
at

th
e

“m
ed

ia
n

[1
0t

h
pe

rc
en

til
e,

90
th

pe
rc

en
til

e]
”

fo
r

va
ri

ou
s

re
la

y
se

le
ct

io
n

st
ra

te
gi

es
ap

pl
ie

d
he

te
ro

ge
-

ne
ou

sl
y

un
de

rm
ed

iu
m

co
ng

es
tio

n.
A

ls
o

sh
ow

n
in

bo
ld

is
th

e
pe

rc
en

ta
ge

im
pr

ov
em

en
tr

el
at

iv
e

to
de

fa
ul

tT
or

at
th

e
m

ed
ia

n
fo

re
ac

h
st

ra
te

gy
an

d
m

et
ri

c.
N

ot
e

th
at

im
pr

ov
em

en
tm

ea
ns

hi
gh

er
nu

m
be

rs
fo

rt
hr

ou
gh

pu
t,

an
d

lo
w

er
nu

m
be

rs
fo

rt
im

e-
to

-fi
rs

t-
by

te
an

d
P-

R
T

T
.

53



SB-9, Tor+Coordinates, and Congestion-aware respectively provide performance

improvements between 9% and 12% in throughput and time-to-first-byte, while other

selection strategies generally under-perform compared to Tor.

Our results indicate that even in a heterogeneous environment, a selection strategy

that does not use bandwidth weighting (e.g., Coordinates) performs poorly relative to

the majority of clients who use Tor. Even small numbers of clients using specialized

strategies must weight for bandwidth to obtain reasonable performance. Among those that

consider bandwidth, some benefits can be observed. Congestion aware routing offers an

improvement in anonymity and performance, especially under heavily congested condi-

tions. Tor+Coordinates also shows potential for improvement over Tor’s standard relay

selection, posting modest benefits in throughput over Tor’s default bandwidth-weighted

strategy.

4.7 DISCUSSION

One clear result of our performance evaluation is the critical importance of bandwidth to

any effective relay selection strategy. The live Tor network is heavily oversubscribed and

most network performance characteristics become irrelevant when bandwidth is the con-

straining factor. Our results show that strategies that weight heavily for bandwidth perform

better than those that weight only lightly, and much better than those that do not do so

at all. In particular, under our medium congestion level, the median throughput achieved

by Tor, Congestion-aware, SB-9 and Tor+Coordinates were all at least 70 KBps, while

Unweighted Tor and LASTor — the two strategies that ignore bandwidth — both produced

median throughput of less than 25 KBps.

One outlier is the Coordinates strategy, which often achieved throughput similar to

SB-3 without weighting on bandwidth. A likely explanation is that there is an inherent
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correlation between bandwidth and latency when empirically measured. While the cost of

pings in the coordinate system is not large, a low-bandwidth relay will be slower to respond

than a high-bandwidth one. Additionally, there is an indirect relationship between latency

and bandwidth when using TCP (as Tor does). Thus Coordinates actually incorporates an

(admittedly loose) proxy for bandwidth in its selection.

Our results also indicate that the LASTor relay selection strategy is unlikely to be effec-

tive on the live Tor network. It is likely that the evaluation method used by Akhoondi et

al. of making HTTP HEAD requests over LASTor paths did not realistically exercise the

performance of those paths: a HEAD request is generally less than 1 KB, while typical web

pages are two orders of magnitude larger [66]. Since LASTor does not take the bandwidth

of relays into account, its performance degrades drastically when a realistic traffic load is

applied. We note that our clean room implementation of LASTor does not include the AS

awareness portion of the algorithm, although Akhoondi et al. showed that AS awareness

increased the latency of instantiated paths so we believe it unlikely that its inclusion would

have improved performance.

We did evaluate a variant of the bandwidth enhancement proposed by Akhoondi et

al. [2]. They refine their basic LASTor strategy by restricting the relays chosen within each

gridsquare to only those relays that have a reported bandwidth greater than 100 KBps. We

implemented this refinement with one modification due to the potentially small number of

relays per gridsquare in our emulation environment: we limit the set of paths to those in

which a relay meeting the 100 KBps bandwidth restriction is guaranteed at each step.

Figure 4.14 shows the throughput and P-RTT of the modified version of LASTor,

under medium congestion with homogeneous clients. The proposed refinement signifi-

cantly increases the performance of LASTor (relative to the version without the bandwidth

constraint), but still results in much worse performance than Tor and Tor+Coordinates.
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Figure 4.14: The throughput (top) and P-RTT (bottom) of LASTor with the proposed refinement
shown alongside Tor+Coordinates, Tor, and the standard LASTor.

Finally, our results suggest that the addition of a coordinate-based system to Tor may

provide some incremental advantage to relay selection. Tor+Coordinates obtained a slight

performance improvement over Tor under most conditions, and rarely performed worse.

Similarly the performance of the Congestion-aware strategy suggests that similar tech-

niques provide a window of opportunity for incrementally improving Tor. While bandwidth

remains the most significant indicator of performance, a layered approach which seeks to

optimize latency and congestion as well as throughput might be a beneficial addition to Tor.

This sort of evaluation is not possible in the live Tor network – convincing each of

the clients using the anonymity system to run separate relay selection algorithms while

measurements were gathered is unrealistic. By using a performance-focused network map,

we are able to shed light on which of the proposed ideas for relay selection in Tor are both

feasible and beneficial.
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CHAPTER 5

EVALUATING THREATS POSED BY NETWORK ADVERSARIES IN TOR

Tor is a volunteer-operated anonymity network that is estimated to protect the privacy of

hundreds of thousands of daily users [18, 30]. However, Tor is known to be insecure against

an adversary that can observe a user’s traffic entering and exiting the anonymity network.

Quite simple and efficient techniques can correlate traffic at these separate locations by

taking advantage of identifying traffic patterns [49]. As a result, the user and his destination

may be identified, completely subverting the protocol’s security goals.

The traffic correlation problem in Tor has seen much attention in the literature. Prior

Tor security analyses often consider entropy or similar statistical measures as metrics of

the security provided by a system at a static point in time. In addition, while prior metrics

of security may provide useful information about overall usage, they typically do not tell

users how secure a type of behavior is. Further, similar previous work has thus far only

considered adversaries that control either a subset of the members of the Tor network, a

single AS, or a single IXP. These analyses have missed important characteristics of the

network, such as that a single organization often controls several geographically diverse

ASs or IXPs. That organization may have malicious intent or undergo coercion, threatening

users of all network components under its control.

Given the severity of the traffic correlation problem and its security implications, we

develop an analysis framework for evaluating the security of various user behaviors on

the live Tor network and show how to concretely apply this framework by performing

a comprehensive evaluation of the security of the Tor network [72] against the threat of
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complete deanonymization. To enable such an analysis, we leverage a security focused

network map as described in Section 3.2, resulting in (i) the largest and most accurate

system for AS path inference yet applied to Tor and (ii) a thorough analysis of the threat of

Internet exchange points and IXP coalitions. We also develop realistic metrics that inform

this analysis, considering the network topology as it evolves over time, for example, as new

relays are introduced and others go offline.

After describing background and related work, we next set out our adversary model and

security metrics. We then describe our user models and the use of Monte Carlo simulation to

sample how user traffic flows over the network, using the Tor Path Simulator (TorPS) [37]

to generate paths. We describe the result of using our routing security network map to

evaluate the security of circuits created via TorPS against a network adversary.

5.1 VULNERABILITIES IN ONION ROUTING

Onion routing is vulnerable to an adversary who can monitor a user’s traffic as it enters

and leaves the anonymity network; correlating that traffic using traffic analysis reveals the

sender and receiver of the communication. Øverlier and Syverson first demonstrated the

practicality of the attack in the context of discovering Tor Hidden Servers [55]. Later work

by Murdoch and Danezis show that traffic correlation attacks can be done quite efficiently

against Tor [49].

Given the potential severity of traffic correlation attacks, this paper explores in depth

users’ vulnerability to such attacks in the live Tor network. To quantify the anonymity

offered by Tor, we examine path compromise rates and propose new time-based metrics

for quantifying how quickly extended use of the anonymity network results in compromised

paths.
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Feamster and Dingledine first investigate the ability of AS-level adversaries to observe

both sides of anonymous paths [23]. They argue that geographically diverse paths may

adversely affect anonymity since paths that traverse many ASs are more likely than shorter

paths to have the same AS on both sides of the path. Edman and Syverson also explore AS

path diversity on Tor and introduce an AS-aware path selection algorithm that uses “snap-

shots” of Tor’s AS graph to avoid AS-level traffic correlation attacks [21]. More recently,

Akhoondi et al. propose a geographic-based relay selection method called LASTor [2] that

ensures AS diversity in selected paths by relying on concise Internet atlases. The previous

case study indicates that the same AS may appear in both sides of as many as 18% of

anonymous circuits [75]. We seek to provide a more rigorous and useful interpretation of

how this impacts Tor user security.

Murdoch and Zieliński argue that ensuring AS diversity in anonymous circuits is insuf-

ficient to safeguard against traffic correlation attacks by network adversaries, since traffic

is routed between ASs at IXPs (and hence a single IXP may observe traffic traversing mul-

tiple ASes) [51]. They apply a Bayesian approach to show that an adversary positioned at

an IXP could sample traffic from multiple ASs and correlate flows. Juen proposes a refined

relay selection algorithm that provides both AS and IXP diversity [56]. We remark that Tor

does not currently implement any protection against adversaries who operate ASs or IXP.

By considering how often any AS appears on both sides of circuits, these works implic-

itly assume that all ASs are malicious but are non-colluding. We also examine Tor’s vul-

nerability to network adversaries, but improve upon existing work by modeling a more

realistic adversary who monitors a fixed set of ASs or IXP.
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5.2 MODELING

Unlike the traditional adversary considered by Tor - someone who runs a relay - a network

adversary does not run relays in the hope that a client will choose one of those malicious

relays at the guard and exit positions in its path. Instead, a network adversary leverages

their position as a carrier of network traffic to correlate Tor traffic streams that cross their

network at some point between the client and guard and exit and destination pairs.

We construct a network map focused on routing security to enable evaluation of the

threat posed by network adversaries using the methodology described in Section 3.2.

In constructing the map we draw the basic structure from CAIDA AS Links data from

December 202 and BGP routes advertised to seven distributed RouteViews routers in

March 2013. To construct the relationship data, we combine CAIDA’s AS relationship

dataset, the canonical relationship inference algorithm proposed by Gao [26], and the RIPE

WHOIS dataset as described in Section 3.2.

We begin with a description of the path simulator we use to produce Tor path results

and the types of client behavior simualted. We then discuss how Tor clients are exposed

to network adversaries, starting with by considering the placement of clients within the

network. We then consider the threat posed to those clients from three varieties of network

adversaries: ASs, IXPs, and organizations which administer multiple IXP.

5.2.1 PATH SIMULATOR

We use the TorPS path selection simulator, which uses historical network data to recreate

the conditions under which clients operated in the past and then executes path selection

algorithms over those conditions given user actions. TorPS includes a model of the Tor

relays and their past states, a model of user behavior, and a model of the Tor client1. For

1TorPS is based on the code in Tor version 0.2.3.25.
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each sample simulation, it takes streams produced by the user model and network states

from the network model and uses them as input to the client model, which chooses circuits

and assign streams to them.

TorPS uses data from Tor Metrics [71] to model the past states of the Tor network.

Tor Metrics provides archives of network consensuses and server descriptors, which TorPS

uses to determine relay status over time, including flags, exit policies, hibernation state, and

other parameters. Relays that do not appear in a consensus or do not have a descriptor are

taken to be inactive.

5.2.2 CLIENT BEHAVIOR AND LOCATION

We consider three types of clients in our analysis of a network-level adversary: Typical,

BitTorrent, and IRC. We develop these user models in a manner designed to maximize their

similarity to real user behavior. Each model consists of a sequence of Tor streams and the

times at which they occur. Streams here include DNS resolution requests in addition to TCP

connections to specific destinations. We construct the models by using client applications

on the live Tor network and tracing the behavior of our local Tor client. Each trace consists

of 20 minutes of a prescribed activity. The three user models we evaluate are as follows:

• Typical. This model is designed to represent average Tor use. It uses four traces con-

sisting of (i) Gmail / Google Chat, (ii) Google Calendar / Docs, (iii) Facebook, and

(iv) web search activity. These traces are played every day during the desired period,

with one session of (i) at 9 a.m., one session of (ii) at 12 p.m., one session of (iii) at

3 p.m., and two sequential sessions of (iv) starting at 6 p.m.

• IRC. This model represents the use of Tor for the repeated but exclusive purpose of

IRC chat. It uses the trace of a single IRC session and plays the trace sequentially

from 8 a.m. to 5 p.m., Monday through Friday, a total of 27 times each day.
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• BitTorrent. This model represents using BitTorrent over Tor. It consists of activity

during the download of a single file. The model replays the trace sequentially from

12 a.m. to 6 a.m. on Saturday and Sunday, totaling 18 replays each day.

For each user behavior, we use TorPS to conduct 50000 Monte Carlo simulations of

three months of client activity spanning the period from January 2013 to March 2013. We

use the output of these simulations to model multiple clients.

TorPS simulated output paths are client agnostic; Tor currently makes no changes to

path selection behavior based on client attributes (doing so could unintentionally decrease

the safety of its users). However, since the path between client and guard is required to ana-

lyze exposure to network-level adversaries, we must place the clients somewhere within

the network map. We assign clients to the five most popular2 client ASs (AS3320, AS3209,

AS3269, AS13184, and AS6805) as identified by Edman and Syverson in 2009 [21], noting

that similar techniques have been used recently by papers investigating Tor network secu-

rity [75]. The five ASs include four from Germany and one from Italy. We then analyze the

client-to-guard path five times for each sample stream from our Monte Carlo simulations,

once for each of the client origins.

5.2.3 NETWORK ADVERSARIES

We consider three types of network adversaries: autonomous systems, Internet exchange

points, and Internet exchange point organizations. A network connection often transits

multiple ASs as it moves from source to destination; a network operator interested in

deanonymizing Tor traffic need only have the traffic transit through its domain of control

once on each side of the path.

For each simulated client stream we compute the ordered sequence of ASs which occur

on the client-guard connection, pathguard and the exit-destination connection, pathexit. The

2We exclude Chinese ASs since Tor has subsequently been blocked in China.
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ASs which could potentially deanonymize traffic for a given stream are the intersection of

pathguard and pathexit.

IXPs represent points where autonomous systems interconnect; traffic between multiple

ASs may flow through a single IXP. In this position, IXPs may have significant ability to

deanonymize Tor users.

We build the set of IXPs that observe the entry side of a client stream, denoted Ientry, by

checking to see if any pair of consecutive ASs in pathguard is contained in the IXP peering

dataset described in Section 2. We repeat the procedure with Iexit and pathexit to identify

IXPs which exist on the exit to destination connection. Those IXPs which could potentially

deanonymize traffic for a given stream are the intersection of the sets Ientry and Iexit.

As an extension of our IXP analysis, we also consider the situation in which a single

organization may control multiple IXPs. Manually comparing IXPs descriptions from the

IXP Mapping Project and company websites for IXPs, we identify 19 IXP organizations

which collectively administer 90 distinct IXPs. To identify the organizations which are

able to compromise client streams we perform the same procedure as for individual IXPs,

replacing IXP identifiers with organization identifiers where possible. We include IXPs for

which we have no identified organization as standalone organizations.

5.3 EVALUATION: SECURITY AGAINST NETWORK ADVERSARIES

We begin our analysis by identifying a set of specific adversarial entities for each combi-

nation of client behavior and client origin. Previous work has often considered the ability

of network adversaries to compromise Tor circuits independently, reporting that a large

percentage of circuits can be deanonymized by some AS. While this is a useful metric for

system operators who are concerned with the security of Tor in the aggregate, it is not

credible to consider the set of all independent ASs as potential adversaries from the user
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Adv. Type ID Description Comp. %
AS 3356 Level 3 Communications 0.5%
AS 1299 TeliaNet Global 0.5%
AS 6939 Hurricane Electric 0.4%
IXP 286 DE-CIX Frankfurt 0.1%
IXP Org. DE-CIX DE-CIX 0.1%

Table 5.1: Identified Adversarial Entities for clients originating in AS3320 using BitTorrent. Comp.
% gives the probability that that entity will compromise any given stream.

perspective. We identify distinct adversarial entities specific to each simulated user origin

and behavior. By focusing our analysis on the ability of these entities to compromise user

streams, we are able to produce security metrics which are more relevant to an end user of

Tor.

To identify candidate entities, we aggregate all streams over all client samples origi-

nating from a given client location. We then compute the client-side and destination-side

paths, and count the number of streams in which a given adversarial entity (AS, IXP or IXP

organization) exists on both sides. We then select the entity which compromises the largest

number of streams to understand the extent to which a strong adversary affects user secu-

rity. Table 5.1 shows a sampling of the identified adversarial entities for BitTorrent users

originating from AS3320.

Our simulation results show that there is significant variation in the ability of network

adversaries to compromise Tor users depending on where the user is located, but that on the

whole network adversaries present a significant potential threat. While we run experiments

for all selected client origins (as described in Section 5.2), we display only the best and

worst cases in our results for readability. We measure best and worst as the client origin

with the smallest and largest area under the curve, respectively, in their CDF of time to

compromise.
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Figure 5.1: Time to first stream compromised by AS adversary. “best” and “worst” indicate the
client origin from the top five ASs from [21] with the smallest and largest area under the curve,
respectively. “N Adversaries” indicates an adversary that controls the top N AS entities.

Against an AS-level adversary (Figure 5.1), our results show compromise is highly

likely in the worst case scenario regardless of user behavior. 45.9%, 64.9%, and 76.4%

of Typical, IRC, and BitTorrent samples use a compromised stream within one day. At

least one stream is compromised within the three month period for over 98% of samples.

The best case client origins fare significantly better, but retain significant exposure to AS

adversaries: IRC users are exposed within 44 days at the median. Although more than 50%

of BitTorrent and Typical users evade compromise for the entire 90 day period, a significant

proportion of them, 38% and 44% respectively, still use compromised streams.
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Figure 5.2: Time to first stream compromised by IXP adversary. “best” and “worst” indicate the
client origin from the top five ASs from [21] with the smallest and largest area under the curve,
respectively. “N Adversaries” indicates an adversary that controls the top N AS entities.

IXPs (Figure 5.2) and IXP organizations (Figure 5.3) appear similar to the AS adversary

in the worst case, but significantly less of a threat in the best case. Fewer than 20% of clients

use a stream that could be compromised within three months. This difference is not terribly

surprising: while IXPs represent high-degree connection points through the network, 80%

of the network links do not traverse IXPs. Thus, the worst case likely indicates a situation

in which the client’s outbound path to a guard transits through an IXP while the best case

traverses non-IXP links.
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Figure 5.3: Time to first stream compromised by IXP Org. adversary. “best” and “worst” indicate
the client origin from the top five ASs from [21] with the smallest and largest area under the curve,
respectively. “N Adversaries” indicates an adversary that controls the top N AS entities.

While IXP and IXP organizations are generally similar, it is clear from the Typical user

model that those concerned about the ability of IXPs to compromise Tor streams should

consider organizations rather than individual IXP locations: in the best case standalone

IXPs are able to compromise just 3.7% of samples within 30 days, while organizations

compromise 12.4% in the same period.

We additionally consider how adversary strength affects the likelihood of stream com-

promise. We consider adversaries of varying strength by adjusting the number of entities

they control from one to three. Thus, our weakest adversary controls the top adversarial
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Figure 5.4: Varying time to first compromise as an AS adversary controls more entities. “best” and
“worst” indicate the client origin from the top five ASs from [21] with the smallest and largest area
under the curve, respectively. “N Adversaries” indicates an adversary that controls the top N AS
entities.

entity of that type and the strongest controls the top three adversarial entities. Figure 5.4

shows how the time to first compromised stream drops as an adversary controls more of the

top adversarial AS entities for each behavior model. Here we consider only the best case

since just one AS entity is already able to compromise a significant fraction of samples in

the worst case. The addition of even one more AS entity causes the number of samples

compromised within 30 days to jump 156%, 65.8%, and 122% for BitTorrent, IRC, and

Typical users. The amount of “ground” that two ASs can cover is significantly higher than

the amount that one can cover.

In addition to the speed of compromise, we are equally interested in the probability that

the adversary compromises any given stream. Figure 5.5 shows the fraction of streams that

an AS adversary controlling the top entity compromises given a particular user activity. The
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Figure 5.5: Fraction of streams compromised by AS adversary. “best” and “worst” indicate the
client origin from the top five ASs from [21] with the smallest and largest area under the curve,
respectively. “N Adversaries” indicates an adversary that controls the top N AS entities.

probability of compromising each stream is quite low even in the worst case: 0.6%, 5.1%

and 1.6% at the median for BitTorrent, IRC and Typical users respectively.

5.4 DISCUSSION

At a high level, the network adversary analysis shows that client behavior which results in

low diversity of client destinations is most likely to result in a compromise. For example, a

single AS adversary can compromise 50% of clients using IRC within 44 days, even under

the most optimistic client placement. By contrast, fewer than half of Typical clients are
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compromised within the entire period, and BitTorrent users have even lower compromise

rates. This effect is attributable to simple probability: as the set of destinations which the

adversary must cover narrows it becomes more likely that the user picked at the same time

a destination and guard that the adversary is near.

It is also notable that a large number of clients encounter compromised streams very

quickly followed by a steep decline in the rate. Figure 5.5 shows that the overall per-stream

compromise rate is relatively low, so this phenomenon is somewhat surprising. Just as in the

case of a relay adversary, this result is partly attributable to how guard selection interacts

with relay selection. Given the initial set of guards, the path between the client and entry

guard is relatively fixed. If the adversarial entity exists on the guard side of the path, then it

need only wait until it appears on the exit side. However, if the entity does not exist on any

of the paths from a client to it chosen guards, it will not compromise any streams until new

guards are selected. This results in a relative plateau after initial compromises (disturbed

only by minor guard as churn nodes leave the network or hibernate) until 30 days have

passed and new guards begin to be selected.

Finally, while IXPs have a distinctly lower likelihood of compromising client traffic, it

should be noted that the complexity of performing traffic correlation at an IXPs is likely

to be significantly lower than at an AS. ASs may span large regions and traffic may not

pass through the same routers on the forward and return path, while IXPs by their very

nature are geographically concentrated. This may make it easier for a single rogue agent

at an IXP to perform traffic analysis than it is to organize a concerted AS-wide effort. Tor

users evaluating the ability of network adversaries to compromise their communications

should consider this factor; IXPs may represent a lower overall threat profile, but have

fewer obstacles to effecting a coordinated traffic analysis attack.

Some of our results against an adversary controlling multiple ASs or IXPs are similarly

alarming. Some users experience over 95% chance of compromise within three months
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against a single AS or IXP. We see that users’ security varies significantly with their loca-

tion. However, an adversary with additional ASs or IXPs has much higher compromise

speed, notably against even those users in “safer” locations. Such an adversary is highly

relevant in a world in which many large organizations control multiple ASs or IXPs. Sur-

prisingly, we observe that high diversity in destinations may actually result in improved

security against a specific network adversary.
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CHAPTER 6

CONCLUSION

Evaluating the security and performance of applications which operate as a network overlay

can be difficult for many reasons. Part of the difficulty is that while network overlays allow

the application layer behavior to be more easily understood, the interaction with the under-

lying network may not be considered at all. That overlay networks are frequently distributed

across the Internet and thus observation of nodes “in the wild” is hard only exacerbates the

issue.

The difficult nature of distributed overlay system evaluation can manifest two effects –

overlay network operators can be hesitant to modify their protocols for fear of adversely

affecting users, or users simply end up bearing the brunt of unexpected interactions between

deployed overlay networks and the network underlay.

This thesis suggests network maps as a method for alleviating this disconnect. Network

maps combine information from many datasets into representations of the live Internet.

These representations enable researchers and operators of overlay networks to evaluate

systems in a “safe” simulation or emulation environment. This gives them the leeway to

experiment and adapt their systems without assuming the risks of live experimentation.

Specifically, we contribute methodologies for building two types of network topolo-

gies; one focuses on performance aspects of the network while the other concentrates on

representing accurate routing across the network. In two case studies focusing on Tor, we

instantiate network topologies of each type, and present research about the performance

and security of the Tor network.
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Our first case study uses a performance-focused network map to show the comparative

effectiveness and security of various relay selection strategies proposed in the literature.

We highlight that Tor’s embedded relay selection strategy is highly effective due to the

presence of bandwidth as an overarching constraint on network performance. We also show

that some orthogonal selection strategies may permit augmented performance when used

alongside Tor’s default strategy.

Our second case study investigates the threat posed to Tor users by network-level adver-

saries. These adversaries are represented by ISPs, IXPs, and other operators of network

infrastructure. We use our routing topology, combined with route inference to suggest that

Tor users may in fact be more vulnerable to network level adversaries than previously

believed.

Both case studies show the advantage of using network maps of this type. By com-

bining disparate data into representations of the Internet, we are able to holistically evaluate

aspects of the network and determine where changes may be warranted. Importantly, the

entire evaluation can be performed within the safe confines of an emulation or simulation

environment without affecting the deployed network.
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